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TL-SG3226PE ¥R T 24 4 10/100/1000Mbps RJ45 i1, 2 4> 1000Mbps SFP i 1. 1 4
Console ¥ 1. 1 MEERFEHI AT RAT ALk, Wi~ PR .

TI:"Lll\IK'8 e[S B e [3 T ‘
TL-SG3226PE e e - o
Managed PoE Switch 0., 70739"9739" o—‘ E

O O O O O O O O O O O O O O P : :

K| 2-6 TL-SG3226PE (15 THi#k

TL-SG3226P HHiiHifi i1 24 /> 10/100/1000Mbps RJ45 31, 2 4 1000Mbps SFP i1, 1 /4
Console % [+ 1 MR SCFFRRIT A, R ERTR.

o _‘ _|
L}

K 2-7 TL-SG3226P (1] Mk

TP-LINK®

TL-SG3226P
Managed PoE Switch

TL-SG3218PE HIH{THI# H1 16 > 10/100/1000Mbps RJ45 i1, 2 4> 1000Mbps SFP i1, 1 4
Console %fi 1. 1 MERFEHIFRFFERATH, B,

2 . s s W w w
o tooneen o Do
wor-te [3 oo o 2 20"
L Actvty - Fau
- ot
W e " w
S
ors
s i 1 . s g CE T

2-8 TL-SG3218PE [1J B T

TP-LINK®

TL-SG3218PE
Managed PoE Switch

TL-SG3210PE IR 8 4~ 10/100/1000Mbps RJ45 i1, 2 4> 1000Mbps SFP i1, 1 4
Console i 1. 1 MEEFEHIF AR AT A, W B Fs.

TP-UINK® L5305, GEF

;;;;;

Power System

[ele]

10
O ks

O 0000 Qr= _Hj,

POEMax 1 5 5 7

K 2-9 TL-SG3210PE R THIHK

> 10/100/1000Mbps RJ45 ¥ 0

Y FF 10Mbps. 100Mbps % 1000Mbps i##% HE N IhREE, RFE s (Auto-MDI/MDIX) ThiE,
BN R —ANMERIT, BT Link/Act or POE #57-4T

> 1000Mbps SFP ¥t H

SFP I FAF- A, D97 SFEP S, &N O RA — MR-, B Link/Act #5754
> Console ¥

Console it TR TH S ERHAth 243 (14 Hf 1 AH 2 DU 33l e B A8 #e b
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> BEREHITR

R 9%, AT LAY)#: Link/Act or POE #7851 IR IR »

> AT

fe7~4T, %5 Power. System. PoE Max. Link/Actor POE. Link/Act 87~/ .

ETIRME PoE ZZHHLA — MEAFHIT K, W AKAE Link/Act or PoE #8747 IR .
Link/Act #57~4T fisEi, Link/Act or POE R/ TR 2 BRIk 4 POE $R/nAT RisTit,
Link/Act or PoE fig7 kT 7~ (¥ /&t L A SEHUIRZS - Link/Act BT ZRIRASERIAIF A -

|

ERVEERSAIIIN SR bt S/ IN MR (B e P A e N E R PSR (2 7o
iz AN R iR

L ARG
Power | FLJFEA AT :
MK ARGURIE BB LR
o ARG

System | RGLFEARAT | VKK RGIEH

FEK ARG s R IONIEH, BRI N7

o POE i i Th 38 B Fi s Ty =%

von iR R | POE ASHISh AR E I %I ELRFE [T 2
KK |POE BRI
Link/Act 157547 5% POE 7R 4T 1i5%
BREH ST | IR R B4 BT /EAE 1000Mbps 2T | PoE fitHLIEH
LKA R AT | 960088 | 11 L6845 LT (2 10/100Mbps 3% | ——
AR | O I SR POE {ftit 74
WERORER R AT POE ftrl

SRR ST | I I R s H D AEAE 1000Mbps 34~

HOH ST | I LR IE R R & H I /EAE 100Mbps #% R
Link/Act IRZ&STERAT

INAR Sy I 1EAE A S 25080

FEK i I ASE R

2.3.3 TIk LB B HHLRTTE R

TL-SL3452-Combo IR IE# 1 48 > 10/100Mbps RJ45 i 1. 2 4> 10/100/1000Mbps RJA45 i 11
4 /> 1000Mbps SFP i . 1 4> Console it AR 41, W K EFR.

T S N N T T PR TR P P Y T w ® ® 2 o2 2 u % ® 7 B A @ w2 R M ®m % ¥ ® W @ & © 8w & & o @ TP-LINK

e 600 édoo0 bS8 688888 S4865685888888888888 Bo35Essdcd58688¢848 TLSLa452.0

lED
g
o 3
b g
b o
sssss g
= =]
5

w = W w

K 2-10 TL-SL3452-Combo [FIHi ik
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TL-SL3428-Combo KR 1 24 > 10/100Mbps RJ45 i [, 4 4> 10/100/1000Mbps RJA45 i 1.
4 4~ 1000Mbps SFP i [, 1 /> Console ¥ B R AT 48, N EFR .

K 2-11 TL-SL3428-Combo [ R TH AR

TL-SL3226-Combo IR H1 24 4~ 10/100Mbps RJ45 ¥ 1. 2 4> 10/100/1000Mbps RJ45 i I .
2 > 1000Mbps SFP i . 1 4> Console 3 LIS~ AT 4R, 40 N R .

®© oo 2 . s s 1o 2 14 1o 0 2 2 2 2
| o
 Acty
e Cons
TL-SL3226-Combo Power 2 4 6 5 10 12 14 16 18 20 22 24 25 20 25 268
Managed Switch B _| E
coooloo
Smem 1 3 5 7 6 1 13 1547 B 21 B Cvews ' B B i B 1 B 15 & 1 21 5 3

K| 2-12 TL-SL3226-Combo [FI#i ik

TL-SL3226 KT H 24 4> 10/100Mbps RJI45 i, 2 /> 10/100/1000Mbps RJ45 i . 1 4>
Console % AR/~ T W B s,

® - 2 + o . o 2 s 1o B 2 2 2 2
TP-LINK* o [
Lo Console
TL-SL3226 Fowr 2 4 6 8 1 ) =
Managed Switch co E
om 1 3 5 T 9 om s 7 = 0 2 s 7 o g ) 15 " m 2 ) 2

2-13 TL-SL3226 [FI /i

TL-SL3218-Combo IR 1 16 > 10/100Mbps RJ45 i [T, 2 4> 10/100/1000Mbps RJA5 i 11
2 /> 1000Mbps SFP ## . 1 4> Console 3 LIS ~AT 4R, 0N R,

TP-LINK®

TL-SL3218-Combo
Managed Switch

K 2-14 TL-SL3218-Combo [FIHi ik

TL-SL3218 KIFiHH H 16 4~ 10/100Mbps RJ45 i1 2 4> 10/100/1000Mbps RJ45 i, 1 4
Console i AT, N E R,

© o 2 . s . W o w .,
TP-LINK [0y
TL-SL3218 - o o
= O
Managed Switch 56 E
[elielNele oo NN [e)fe]
Vs s 7 s w1 s e v 5 s 0 o " — m

2-15 TL-SL3218 [/

§o of

12



WERZENL T

TL-SL3210 RiTHiBH 8 4~ 10/100Mbps RJ45 1. 1 4> 10/100/1000Mbps RJ45 i1, 1 4>
1000Mbps SFP i [, 1 /> Console i IR~ T 4k, 1 R B R

TP-LINK"®

TL-SL3210

i )
Console 1 2 3 4 5 6 7 8 9
. 10
s MMTTTTITITITIIN ®
&, ok ol

K 2-16 TL-SL3210 ¥Rk

Linkl/Act

TL-SL3109 F R THIHR HH 8 1~ 10/100Mbps RJ45 %t 1.1 /™ 10/100/1000Mbps RJ45 ki 1.1 4™ Console
Uiy VFIFR R KT 2%, W R BT .

TP-LINK"®

TL-SL3109

i )
Console 1 2 3 4 5 6 7 8 9

e WM TTTTTTT NS

&, @,

K 2-17 TL-SL3109 ¥R TR

Linkl/Act

> 10/100Mbps RJ45 ¥ 1

SCHF 10Mbps B 100Mbps % HE R IIRE, CRFE S (Auto- MDI/MDIX) RE, &R/ F%
N —ANERAT, B Link/Act $87-47 o

> 10/100/1000Mbps RJ45 ¥ 0

X ¥F 10Mbps. 100Mbps 5% 1000Mbps % % F 1& NI RE, ¥ H s (Auto-MDI/MDIX) Thfg,
BN AT EANE ST, BT Link/Act 1T 1000M (TL-SL3452-Combo J5) $87~4T -

> 1000Mbps SFP %z

SFP i LA T HIMCA ] . TL-SL3452-Combo 1 49, 50 i 16 5 H Combo FE=1T-Jk RIA5 i 11
I RHT, 51. 52 i I APy SFP i I ; TL-SL3428-Combo/TL-SL3226-Combo/
TL-SL3218-Combo [F]53H Combo F£=1T-Jk RIA5 i LI FLHIE R~ TL-SL3210 At 7. SFP i
l:l o

» Console ¥
Console it T A HFH LB At 2 1 8 R DL B i B A2 b L
> TR

8”47, 5 Power. System. Link/Act. 1000M (TL-SL3452-Combo &) &4l . ilid$E/R4T
A DA R L) TARIRES, R TR B TR 2~ 0T LARIRS

AT | B K& iR
L RGP IR
Power | LRSS :
5PN ARG L LR
it RO

System | RGIERLT | INFR RAIEH
ISP RGBS REFR K AR, BENEHEK N R
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AT | B RE iR

HE i IR ERE B

Link/Act | IRZETERAT | INAR i 11 1A% A A

KK i AR e A

B W Uity [ 1F % B 8 % H T/E7E 1000Mbps i# %~
1000M | R FE/RIT

KK i L ARE L et BUERGEF AGE 1000Mbps

2.3.4 TIK EBEE PoE R HAHLETE R

TL-SL3226PE-Combo IR HH /1 24 4~ 10/100Mbps RJ45 i [, 2 > 10/100/1000Mbps RJ45 i
1. 24> 1000Mbps SFP i1, 1 /> Console ¥ 1. 1 AN SRR R AT 4, W N E AR,

® TL-SI mbo
TP-LINK® w20, (2
o
sg T ODOOMM lE _|_|
2n 90000
OOOOOOOOOOOOOOOO ‘

K 2-18 TL-SL3226PE-Combo [FI#i ik

TL-SL3226P-Combo R THI# H1 24 > 10/100Mbps RJ45 ¥ 1.2 4> 10/100/1000Mbps RJ45 i 11
2 /> 1000Mbps SFP i 1. 1 4> Console %1, 1 MEREEEITFSAFERAT AR, 0 FEFTR.

o ® TL-SL3226P-Combo ous « ooy o
TP-LINK® o a2
o
X
¥
£ IR oy E = m
OOOOOOOOOOOOOOOO

2-19 TL-SL3226P-Combo [FI i HiHK

TL-SL3218PE-Combo K H1 16 > 10/100Mbps RJ45 i1, 2 4> 10/100/1000Mbps RJ45 i
1. 24> 1000Mbps SFP i [ 1. 1 /> Console ¥ I, 1 MR AR R T 4 , WF B R,

TP- INK@ TL-SL3218PE-Combo o g o
L ‘2ged PoE Switch
Consoe
e 1o
OOOOOOOOO "M’OOO EE
e o o o o o o o o mmmmmm o Of Qra
7

K 2-20 TL-SL3218PE-Combo [FIHi ik

TL-SL3210PE HIRITHIHR B 8 /> 10/100Mbps RJ45 i 1. 1 4> 10/100/1000Mbps RJ45 ¥l 1. 14
1000Mbps SFP 1. 1 /> Console ¥ [1. 1 AMBREL I IFIFE/RAT AL, W FEFTR.

® TLSL321OPE uuuuuuuu
TP- LINK mocdpoEsuten e el
1 s = Gonsal
O C) OOOOOO O LinkiAct
O OOOOOO O ot l:l

K 2-21 TL-SL3210PE IR R
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> 10/100Mbps RJ45 %1

> FF 10Mbps 5 100Mbps # % H &M Ife, KR EZIEIF (Auto- MDI/MDIX) g, A i %
MNA—NERAT, B Link/Act or PoE f57~47 .

> 10/100/1000Mbps RJ45 ¥ 0

Y #F 10Mbps. 100Mbps 5 1000Mbps # % HiE N )68, FFHZ1EIF: (Auto-MDI/MDIX) TfE,
FEAN I U0 A NGR4T, B Link/Act 1 1000M #5747 .

> 1000Mbps SFP % H

SFP 3 A TTHiM A . TL-SL3226PE-Combo/TL-SL3226P-Combo/TL-SL3218PE-Combo [d 5
H Combo F:ZFFJk RIA5 ui A HIERAT; TL-SL3210PE JyAhar SFP ¥ [,

> Console ¥gH

Console ¥ifj 1 F ARSI A 25 ) B 1A T DL B ER I B A2 451

> BRABEHIFR

TR EEWIT L, ALY Link/Act or POE #8574 IR /IR -

> AT

fe/R4T, f035 Power. System. PoE Max. Link/Act or POE. Link/Act. 1000M #5747 .

TIE LERME PoE ZZHALA — M HIT <, ATLAKAE Link/Act or PoE FE7- 4T IFRZR RS . 4
Link/Act $87~-4T Rz, Link/Act or PoE R/ TR A2 BHE L HUIRES: 4 POE $R/RAT RiZTHT,
Link/Act or POE fit /AT 4R i) & i A RDIRZS . Link/Act B R RESERIT A -

I FER AT T DL AR A AL TARRES, N R PE e kT ARG

iy AN i L/ iR
o RGPEHIEH

Power | HLEFR/RAT :
FEK ARGUARE FL B L
o ARG 5

System | RGHERLT | KR RAIEH

FEK ARG AR KON IER, B8l E KON R

T POE i fi H Th 18 B Tl T

o |EECRAT || POE WA S BB I L IR 2 ) 6
I |POE Rl AIS I h%
Link/Act 54T 5% POE 7~ 4T 15%
- WE O [WOERERLE POE {1ty IE%
orpoE | IR [ ‘, \
WA S POE fHL 53
K RORERRE KT POE iy

15




WERZENL T

BT | B REZ 3%

W Uiy 1 IE B B %
Link/Act | IRZ&TRRIT | V4R Iy 1 IEAEAR Hin s

FEK Uity AR %

W Uity [ 1F % B 8 % H T/E7E 1000Mbps i# %~
1000M | R FE/RIT

FEK Ui [ ARIERE R A, BUEHSHE A A2 1000Mbps

2.3.5 JHR

AZHRALJE AR F PSR ORI B Ak 4L, I N PR (BL TL-SG3226 ).

> >rssIim A= N

1@ Le ]
.
(&) 100-240V~ 60/60Hz D.6A
2-22 JaIHIHR

> EJEEQD

(AR T O SR P NG L R

> BiEEMAE

BT R M, SO (B T BT e, UBE .

AN xx.

o FHEAEREFL.
® HFHEFZREXEMAETRANMLE, UFERE.
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$FIE ALEIE

3.1 &FF Web WH

YOI, EMIALLT JUA:
1) ZEHCERMEES, A —imH S5 8 ENAHIE.
2) EHENCIEMZRA LM R LAZ R ISR JF SRR 2225 IE 8.0 BREL L RRAS H b 45 .

3) B EHLIP Mk O Sac HeA L H F M EE, B 192.168.0.X (X A 2 & 254 2 Al {fE e %
O, TR AN 255.255.255.0.

4)  RTRIESE LRSS Web DU R BOR, 1R BoR SR I0 PR B 2] 1024x768 B L FRE.
B SFAZ WKL Web T J7EM T :
1) 7T IE SN 88, fEHhERA S AN S Hd L BR N B B hittp://192.168.0.1 & 5% A #e ML Web T -

2) RHAEFTI A 3-1 Fiw, RTINS AR S 1 - A e, ) BRIAME
7y admin.

TP-LINK'

HPE: |admin |

= |-lulu|lul- |

| &) hitp://192.168.0.1/ v|

(2 ) (%

K 3-1 &
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3) IhE AT LU B AT L EERES ML HHL R GE S, WK 3-2 Fr.

2 4 6 8 10 12 14 16 18 20 22 24
R 11 13 19 21
iR

FdEid - 24GE+25FP L2 Managed Switch

BEER: TL-SG3226

mEuE: SHENZHEN

Exfa*: www.p-link.com.cn

frAea TL-563226 1.0

S : 1.0.0 Build 20151126 Rel 33114

IPHiht 192 168.0.222

FRER: 255.255.265.0

Ehideix:

MACHHE: 00-0A-EB-13-23-A9

e 2006-01-01 08:02:08

IE{TATE: 0 day - 0 hour - 2 min - 14 sec

EERRER

Kl 3-2 RGER

3.2 Web W H 4

3.2.1 W&

TN IA ) Web TUHI 4K 3-3 Fias.
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TP-LINK'

VLANZ#r SHEVLAN IGMP3\1E

TL-5G3218

RiEHE
—Exf
VLAN

£ L
HEEHE

= IGMP &I
- A MHtE
- AT
LIk

« IGMP Z i 28
BEmRE

1 14 il
Bhres
SNMP
LLDP
Fipip

B &R F

BEEF

Copyright © 2016
ERERHRAT

Ll

EFEE
GNP : BR A
FHURIEIRT : ° B =%

%

IGMPEIITEE.
fit B
=8=13]: g
EBARIVLAN

0

EEERETR

HE:
HEEE - w058 VLANSHERER . IGMPHIT-A5ER «

K 3-3 #i7 Web T

e 3-4 hET IR R, LMDy —%. "R AE, A BT R IXIBONS R T RS T, g
AL SRR U, AT DA e AR 2R T R AR (7] 3 B R DR 28 0o A AR ZE T 5 X I0R] 73
N=H0r, FHREX. JIREBHX L ESERAERX .
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TP-LINK'

TL-5G3218

RaERE
—E#xi#
VLAN
e
HEEE

« IGMP 70
- SH IS IR
- SHIE R
= R EH
- IGMPE i
EEmHE

i a4 il
e
SNMP
LLDP
Finsin
B &R TF

BEEF

EXRHEX

Copyright © 2016
ERERHRAT
Ll

WOS4  VLANEST  EEVLAN  IGMPIME RS- TA [X
EXFIE
IGMP{AIF : BH Y EH
3
FAERIEIR i £5
#BEREKX
IGMPHIIT{ZE
it 5
2 BRAERD
B RMRIVLAN
FREHEHKX
HE:
EAET - iRO&3 . VLANSHIERT SR . IGMPHITA SR -
BrfiFEEX

K 3-4 Web Ui [X 3841 73

3.2.2 JUHH Wikst Kl

> EREXiGE
Ficds:d X
BLE R TRAF B A HIIC
jffink-ir B H Web T .

Ity

& FUHENEER, RE<ROEBAMELNRELXRBIAZENGHEN EFELM
MEEXENERERIFAR, WFERAE<HERE>, BUER BRI B HE BT & H<E
ERF> URERRHTNEE.
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> FEEEXERL&E

el X
18T AT M
AR E & H .
B R R R B A
= PG 4% 24 BT B DA (T £
FTFF 24T S At 35 B U

iﬁaﬁt

o <BHSHEAAARBIRFPHLEN T SHA, RRERH<FHE>HHE,

> FIREEXE NEE

e &Y
SRR P ) T 3=
s MR 2% H, ATHER A
Bl IERIE
EETIIE s o= S bk Y I LS IV 3=
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FATE RGEETH

¥

RGEHES T EN TREZTHII ARG REYE, OFERAEERE. APEE. RETAUIZEEH

PO B> o

4.1 RGEE

RAMEN TR EZHENKEAEL, ADRCFERGEER. REHR. RENE. RO, ##

IP. IPv6 B 1AM & T .

411 RGER

A LI R A B A AT 3 FHDERRS M R GE B

i CURAS TR R T AAZHLE 24 4> 10/100/1000Mbps RJI4S5 3t F1LA K 2 /4> SFP 4 @ bl ) TAEAR
A, Hrhrid 1-24 {55 02 10/100/1000Mbps RJI45 i [, FRiH 25 F1 26 S SFP (3 H & b2 p

P 1

HARER G RAEE>>RGRE>REGER

R4z
FEiE: 24GE+2SFP L2 Managed Switch
HEER: TL-5G3226
HENE: SHENZHEN
ERFE: www tp-link_com.cn
TE TL-SG3226 1.0
SR 1.0.0 Build 20151126 Rel.33114
IPHit 192.168.0.222
FhedfEm . 255.255.255.0
ey
MACHHL : 00-0A-EB-13-23-A9
FARATIE: 2006-01-01 08:02:08
=fTRTE: 0 day - 0 hour - 2 min - 14 sec
IMH][ﬂm]
4-1 RGMER
% HA4H
> SRERES

=

1000M ity [T ARBEAN B
100M ¥ 1 T.AE# 2 5 100Mbps.

100M i 1 TAE# 25 10Mbps.
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e 1000M ¥ I ARAE N B o

m 1000M i I TAEi# % 2 1000Mbps.
1000M ¥ 1 T./Ei# %>/ 100Mbps /10Mbps.
SFP i IR B 4%

SFP i H T./E# %5 1000Mbps.

=] SFP 311 T{Ei#% % 100Mbps.

2 AR B O I, & osizim DI VEAE R, R FR.

w1
2R 1 1000M RJ45

EE D 1000M, 23T
*#: iR BR

4-2 i {58

FHAH:

> WOBE
P S RASHALI G 5
Btk SR R 282
R SR 2 i R S A
WA PULE 3 RS

AR, SRR O H R, BISPREMME 5 HR KRR T b, PR
4 RO . B RN DR S RII R, 7T BAT RO ROV RS, (8 T B
BRI R . R

e =X

IBfTRYiE: 6843 HERRO: 2 HAEAE: 0.00%

Bl DO e DO ki Yl R
& 4-3 A A
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ZHM
> A%
Bl A R DR 04 SR .
i St BRI ORI (04 SRR .
4.1.2 HARR

AU R BACHL R B, BB &R, WRLE. BRI,
BARER % RATE>>RARE>>REHE

R
WS TL-5G3226
wER: SHENZHEN e
ERAE: www tp-link_com.cn

FE:

BEER . DENENERSEBEN2ME0.
Kl 4-4 &&#R

FHAH:

> AR
B 2K S LI 44K
BEME. B B,
BRR ik HEBRTE.

4.1.3 REGHTE

AT R B AL R G 1) o SR GE R S ML A I A g ], e Thig Cands i)
RN R S LA ALyt AT AR T3l 50 BN (8] B JERE B NTP (RIZEIR R 30 55 a3k
HCUTC i), o m) DARECYHTE B PC I A/ A LI R G (8] .

HMARHERIE: RAEE>>RGLE>>RGHHE
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FHEES

LERGATE: 2006-01-01 134104 EHiH

HrERtEER: FAEEMNE

A A

O FhEEatia
B
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EHENTPIRES:
BHENTPIRES:
EE:
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> BIEGER
LB RG]
E N P SF

> KERE
FHIECE R A

M NTP ARZ%253REUAT
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Ak, FIRCEHS. BE.
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o WUKFIE: +HRE—-NEHKR 02:.00 ~ WWHME—NER
03:00.
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o fwt: fHE UE LW RGN, IR AIZEE . A58,
o JTURILE AT [A]: 4y HERE E AW UG A4S R (] . Forpe ik
AN HPREE LR CHERRERL: CHTRRH G
Az

® LRAFRANFEAM, HRXEX., BHREAFIHEABRITRE.
o ESHAEAHIEE, REMEATR AR THRMNEESLR.

26



WERZENL T

4.1.5 EH IP

R 2% Hh B HE O 1P ik, 5SS HAL 1P kil 7] DLB AT ML) Web TR . A HALIR
HEFRE IP”. “DHCP HI“BOOTP” = Ff IP 3RH 7=, HAZHALR) 1P Huhb & rE—11y, BT DA A B e
B 7 A EREUE 1P k278 55 R A 1 1P Sk

o “HRAS IPPERIUT 5\

T T E T HALE) 1P k. T XFERSFIER AP DG, 50 I REARHE B R 2% 1) S 15 d X 8 2
O ATHCE . R ENLE 1P bk A5 AL BT E 1) 1P bl AL T — BN, A REV A S ALY
Web T

e “DHCP" 37 X

DHCP (Dynamic Host Configuration Protocol, #hZEALACE P &7E BOOTP Phis &t LT
TR R T AR — X S B B, AT DASE IR BRI BhAS L E . A HHLIE N DHCP 2%/
bz, AT LAARIZE ) DHCP IR4s #e EahASR M S48, BTN E, XAE TR,

o “BOOTP"#HJr X

BOOTP (Bootstrap Protocol, HZEHL. AZ#MLIE)y BOOTP %/ ki, 7] LA BOOTP 55433k
R SH ., HaE, fEEBIERELZHT, WE T EE BOOTP k45 A% P it & BOOTP £
%, BTl BOOTP — IS AT LEAH R AR 58 1 X 288 AT, >4 X 2 IASLAS R L AR A AT SE I, 210 3%6 4% DHCP
AR LT FH R AC B A L) B 3 1P k.

HATRER TS RABE>>REGLE>>EHE P

IPELE

MACHHL : 00-0A-EB-00-13-01
FELAT: ® #:51P O DHCP ) BOOTP
EIPEVLAN: 1 {VLAN ID: 1-4094)
IPHitE: 192 168.0 1
FrHER: 255 255 255 0
iz

HHE:

IPH A B B i SR Y B R (BRI IP LS M FAIP L TE B 368
K 4-7 EH P

FHNA
> IPEREE
MAC Hihk BRZHAL Y P
RET s BT LI 4 S H 3R 2

o A IP: TENHEAZHMLA IP Hudik. FIIHEADFIERIA S,
e DHCP: MM DHCP Ai4s 2% EIREUAZ B 4 25

e BOOTP: M\MZH [ BOOTP JIR% 52 I 3K BUAZ #a LI X 2% 2
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S VLAN: BC B AL 2 VLAN, HREIEERIEHE VLAN B 5 o O 5
WA AT LLE T Web. telnet. SSL 8% SSH 275 R A Hbl. 4
T Web TIN5 5 AOR B B A2 #ALI A VLAN J&5 , /R 7] BTV
WA FHUATIC B H, 15K B SN0 2 L 1 U] 46 3
BT VLAN PR 5 i 1 DB SR A5 48 3 S H A LA B

IP Mkt HE AL ET P Hihk. % P bk ) ERIAE N 192.168.0.1,
TR R 7 E 2
FMHERG: AR WAL T MR
BRIAPY R HE AR HAL BRI E
Az

® IPHUMTETNEFHLNEEZEN T, BHRFIPHAESAMN IP A ER—NE.
& ZWHHEA—NIPHIU., HEEWIPRHIKEEZEHNIP ML,

® LX#HEI DHCP RAEHFR IP KM, R#Alc—HRNE LW FiF, HE &Y, T
DA X BN A B IP 54089 DHCP M4 & L T AKX SN E R L,

® XHALH B, BRIAHYIP it Z: 192.168.0.1,

4.1.6 IPv6 &3

IPv6 & EL I HE AT LALEAR NS AL B — A IPV6 BERE A bk A1 22 A 1PV A RRMIL . 81T XL IPv6
ok, 4T U BANE A B L 1Y 1PV6 B .

HARHEKTE: RAEE>>RSRE>>IPve HH
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-4

7R

>

>

H

IPvEEREIR

IPVBTHES: * EH E242] 1252
IPVBERE = i R

PirE i R Fzh * 8

|PvBH3RE A Mt - fe&0:20a:ebfffe66:66df (FE=C: Hh 83

PR M ATE - EE

BIIRAKEE S IPVEE ML
Y IHERRAREHTEHMNIEOES 1235
i#idDHCPVERE 2 Bkt
¢ FSFIDHCPVEREIRH it 23
FafPveEH it
&AL ® EUI-64 JEEUI-G4
PusaTbL st e | R
SRR
FYEIPVER BT -
i1 [CES T, Mg e FENAERE
[ miez | [ e | [ zmmn |
4-8 |PV6 3
e
IPv6 £&JRELE
IPv6 Zheg: HHE IPV6 ThRe 4RI k.
IPv6 BERE AL B
B B 2 b ity BT DR TR 2, 1L RGH SR — AR A R, Bl 2
B R T L7 UG B B B A L A
IPV6 %A1y 24 T3 7 e B A bR, 7 M N A B AL R i A
Wik Hudk
G A M IR BE RS A R HEFPIRES, —BRIRS N IER" . it B 15
R AHn R PRSP RE N IR A BERE AR HE RIS N EH R, R

WSS AL R B i A i B s B e R, M ABER] 1PV6
Huhl CELFRBE KA bl AN Bk 15 i) S Hedl
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BT RA JHEELE IPv6 £3RHHE

REFFEH RA HEHE HIZIRIG S I, REUREAOR B AR RA {5 BT 22k
TR HEACE - Hkf E B .

Eit DHCPv6 FREUAERHhE

J8FHl DHCPv6 3RE(4 IZEIHR FI, RG] DHCPV6 R4 Bkt it .
BRtk .

FIEM IPv6 ABRHihE

ETA: T AT DR 5 S0k % — A pkathbik O lic B 07 X, A4 EUI-64 J7 X
W, AR TR E — N HUAERTER, ARG B3 IRA R — A BRI
117 A AE EUI-64 J5 2GS/ 2246 5E — M52 810 IPve ERIbL

IPv6 4Bk Mk {8 EUI-64 J7 s B A BRI B, 7E I AT SR . 24 E
EUI-64 J5 s UlC E S ERHbERT, 72 b S22 IPv6 Mtk

RS04 IPve & RRHHEFIR

prike f fas ] LLTE P £ B sl I BR 1Y) 1Pv6 4Bk ML .

IPv6 A=BRHHE: MBI IPV6 AxERHIE I, 7RI TR IPVE AxBRHbbE

AIERKE: ISP IPV6 A ERIHE IR, 7E BN IPv6 4 ERHbEERTZE K
¥,

bR TR AEERHEE R E 20 “H B RoR Rt R Rguimid Ek RA
WE AR, 5@ DHCPVE $KEL. “FFal" 3 mxt b ik iz F
FUFENACE .

B 1t 8] /A R 1] - BN AR ) R 2 I [R5 T

WRE: WoREERHBEFPRES, —BORE N IEE” . FiicE f ek bk FRRES

Al RE NSRRI HE PR A B R, RN bk 555 FHE
A EE, WRAGERZ IPve A ERHhET 19 5 L.

42 HPEH
P B R B A L W ST 0 D SRR 2 08, WA e bty 4 R
Tl L PP P P R A B

4.2.1 HFPFIF
A AFEA T 2 2 f S AR A i
BARETTE: RAEE>>HPEE>>H 5%
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RFP5EE
s AFE ]
1 admin BER
e
Kl 4-9 H510%
422 HPEEE

AR ORC B8 SR A2 H AL Web LT R 7 (0 S A0 S8R . AT LB A PSR R A e SZER A A
B, ZIRAT, ATER M IR E S, AREX AT T E,; RO, ALk
FCE ST A DDRE . AU W ITCRIPRBENT, S9LL IG5y 1K) Web U 9iE
HARHEK T E: RGEE>HPEE>HA R

RARER

i PR2eEl: BRAR v dm
Ei: At

F Pl
priz EFs BRE %
O 1 admin B

[ meg | [ #ZEn |

fr2

' {5
g

o

FE:
BAEEAI-16MF5 . BRERSHE . BEY=8BHT S, BRI -

4-10 Pl E

BN
> HFER
Hr4: S %5 Web TUHIII ' 4
Fi P23 WRZH P R,
o EHHIG. WL, B EELZ TN SN E .
o R AT UIEE NS THEERIEC B 15 O
B HEZH P AR SR,
HIANERS: PRI NAZH P 44 B8 S0, PR U N IR 2508 75 PR — 2
> FFFIR
priotis RSk HAEAT IS, AT ik. (ERASET DA GRS S T E ST
B o
BSR4 12K E SUETR P S AR PR,
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#iE: s N4 H B <gmig>faaE, MBSz HMHE P ER. B
B mih<fE o>, BN ELR . HEA RIS THIE T
FHESRH PR,
4.3 RGTH

ARG TRIRRED A SRR E AT E B, ORERESA. BRESH. REAK. REER
AR A Ar T C B 1

431 HESA
it B S\ T B R LA BT & IR B SO SN T AL AR, 5 LR S 1 24 O A AR A
HAREH T E: RABESRGTASEESA

BEHSA

MAPENPEREYHPRERERESE -
FEE—TURENRRENN, 2eod FARENH . AlLEERISHAEERE-

BRI | BENH | FRERAXH

SxmEw | s |

%ﬁ'ﬁﬁﬁﬂﬁﬁjﬁﬁ%ﬁﬁﬂﬂﬁ » IEERIENE 2 TR TEITHRA, -
K 4-11 iEIFA
FH4:
> WMEXHFA
SNEE S Y2 i SCAF PR IO AR BRI M ADIRES, BN A EIE 5
Hic B AL
EX:

o WARETHEERKME, KMERCEE, FEBRELRML.

o SAREXHMEETHLARRINEE, BNESBEBAFIFTLEEA.

o SAREXHRE, XBNTEANRELENLEL. RS ANEEXHER, THARK
THRMTEREE.

432 ESH

L 5 I AR AL 24 B TR L (3 BT GBSO HRAE B PC o, 7 (8 L i SR A

MATEN TS RACE->RATA->EESH
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ECE &

EiFRGEEREE
AESHEIEN TR TUIERAREFERITEE—TIM » SiRIiEaIEm L.

(anmswre] [ wm |

oE:
E MR E T REREY M E - HEREE L TR T .

K 4-12 BidE S

% EANE:
> EEIEH
ERIE M ISP AR B . BT ATEAT & 0
R
AR YUHNRETHEERKME, LR CEE, TERELSRNL.
4.3.3 A%

AZHEH AT L@ Web TRAARRG LM, REARLEHKETEEHERIIGE. FHE
http://www.tp-link.com.cn 3k 35O MRAS I &R 48501

HARHEKTE: RAEE>>RSE TAS>SERATHK

Hip gt
BRI SRR

HEBTE: BENH | FIEEFEE Hik
Wgmsb i ie 4, 1.0.1 Build 20160815 Rel 72582

HEEfEE: TL-SG32181.0

FE=:

1+ HEBAERES S g A — Bt

2. HEAREfHE—fAntiE, fEHERE TR AEERE . SNEEEEEIRTmAEER-
3. YHBERRE wEHsashER B

4. B HEREHENERREE -

4-13 T

ER:
& FHRHEFTRER T
® JFrRMIEHESL LA MRA - RETA,
® FRIABFRS—BHE, ALHETEXARERR, TUHFRZETNTTEE.
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® LUARLERE, REKSEANEH BN,
o EWARWMENEEREL.

4.3.4 RGE)R

FESEAL AT DLELHT R S A8 0L, A HALE 5 Ja B 2k [0 B8R iUk . H S A e fRr el ic &, A0
HF A, RFRREREHRER.

HARHEK T E: RAEE>RE TA>>RGER

FHER
EERTRE -
BEETA:

W

EEREEBRE » 1E B EEDE, LRmtT RS
4-14 RGEA
EE:

TEREERHE, FAEAAXERE, UERKELE.
4.3.5 B AL
WL A E AL, AL BN E ] S EIRES, Fra I E BRI E 1
FHATRERGE: REETHE>>RG T H>>SHEREAL

e

e : i

HE:
¥R TRVEEHESH BARE , HPEEREEEE.

4-15 HMHELL

ER:
RUERME, RENRERKERE RIARES, RENKERZ X

4.4 ZEEHE

AT INAERE AR AR S 72, R ) 2 445, ARG sRH & BEAS b L) e 4
A ZERE. HTTPERE. HTTPSEEE. SSHEEE . Telnet FL&E 1o/ Mic & V11 .

4.4.1 #ERE

AR TSR PR 1) 35 SR AZHA L Web UG IO 7 (0 B 4y, AT 5 1 2SR B B e k. B, 4
B0 RZ IR € K% 4.2 [ E

BHATEKFE: REEE>RETE>STERE
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S{HR
PR = K4
“ SNMP & Telnet ¥ SSH o HTTP & HTTPS ¥ Ping
B AL
ik
1Pt Ei{CE
MACHHE: #5=E 00-00-00-00-00-01)
[ mE=H
1 2 3 4 5 G 7 ]
9 10 11 12 13 14 15 16
17 18 19 20 A 22 23 24
25 26
[ #= | [ =8 |
4-16 ZAE
% BHAH:
> SRR
PR | K2 « I PEPR S P S 2R A,
o KT IP: FHRBREIVT A H ML 7 1 1P B o
o JET MAC: HRBR$IVT in A2 HM L F i EAL MAC Hihik
o JETum M FHRFR SIS 1A 52 b A B b Lo 15
B brke Ik PNk IE W
IP Mt . EREEET IPR A ReTICE . R ARVHEE IP MBI 7 [l 52 4
Ml
MAC Hbht: EFEET MAC™H A ReitTHCE . R R VriEE MAC sl P i
] A 4L o
W 5 TR T I A BEREAT L B . R AV e i 1 B B P U [l A8 4

4.42 HTTP BB

Hlo

g HTTP (HyperText Transfer Protocol, HESCAALS ML, AT LIS P AEN W ds H A BAZ #edl .
HTTP FruE2 B TREAES4H (Internet Engineering Task Force) 15 4EM B (World Wide
Web Consortium) JL[FEE/EFF TR . AT DB E HTTP Yjge.

BHATHEBAE: RGEES>ZEEES>SHTTP R
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2EEE
HTTP: ® pm@ O =g -E
e
#oRtRtiE 30 SEh (5-30) i85
Thia] A ZapRs
A BPR| TS - O BR ® =
SR A S & (1-16) £
SRR AR 4 (0-15)
K 4-17 HTTP i &
% H A
LR E
HTTP: PR BT A AL HHLET HTTP Zhik.
> HENRE
AR BTN E] - G SRAE R I ] 2 B X A RS B U A TR E, RASH D)

IR BT, A B O AT A B R R

> iR SRR

NEL PRI DI RE - TR AR B ZhfE
BHRAH S5 AT [R] I B AL Web U 8 2 573 s 2.
EEH P A S AT [R] I 6 AL Web T 5 S8 T SEL

443 HTTPS Bt &

SSL (Secure Sockets Layer, Z4EHZE) B — N, EAET TCP FINHE MR
SR, WONEN) HTTP AL H 224 HTTPS #E8. SSL Phly  iZ T Web 3 % %38 5 AR
% A5 Z [ () B PRI B i A 4, AR TS W ERATESUE, AL ERRE
fgz A PELRUE o

SSL WAL IR T A

1. XTH P RIIR S #8347 3 TUEF I S IE, B ORECE RO B IER I FH - RSS2 5
2. BRI INE LA 1 HE g b G

3. Y BRI L, W OREUE TR AL S AR P AN O

SSL RAARX BRANEEOAR, A S P10 34T Bl g (s, P — A A (RS AEIES
O R — R R WIS A BOARRE T (B84 AN RIFAEE, AT CLE IR /%
PR NI BRI PIXT, (H SSLAER/Z P RATR TN, B HTTPS AREIEH %,
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AIyReAERUE, BT https://192.168.0.1 % A2 LK Web TUTH « B AE F A2 B LR HOIE F5
BIE HTTPS BREAZ Hebilis, 0 W% il B S48 R “SZAE Tt F 252 M I A BAE AT BUE A", b
TR IE BN EAETESS, B k) Wt P b BT AT

WARERAE: RABTHE>>TEEES>SHTTPS ilE

EREEE
HTTPS: e p@ O =@
frd
SSL Version 3: * B=H FEg =z
TLS Version 1: e BB/ ) R
hnEER i+
RSA_WITH_RC4_128 MD5: ® m@m O =R
RSA_WITH_RC4_128_SHA: O =1=: IR |
i
RSA_WITH_DES_CBC_SHA: ® @R O R
RSA_WITH_3DES_EDE_CBC_SHA: ® gm O =g
HEH AR
HBRRE: 10 SEh (5-30) bt
EIE A TR
ABPRHIThES - O BR @ mp
EIERAL: (1-16)
PR A B {0-15)
RS
SSLiEH: s
EHE A
SSLE4R: Hl. . =3 Nzt
HE:
1. SSLE R A RETERTZ N SMHTTPE TGS EEEE -

FHAA:
EREE

SSL ThRE:
SSL Version 3

TLS Version 1

> ImEALs

RSA_WITH_RC4_128 MDS5:

K 4-18 SSL iFBE

WP A FIAZHAL SSL ThRé.
AR TR SSL3.0. BRIAJTH
AP TR TLS1.0. BRIAITH.

Bt RC4 128-bit ins& #4758 5028 e, T EMERXH MD5. Bk
IS

37



WERZENL T

RSA_WITH_RC4 128 SHA: iliif RC4 128-bit fn#5 347354150 e, 8 ERH SHA. Bk

TP -
RSA WITH DES CBC_SHA: j#iit DES CBC hn# st T35, HEMERH SHA.
WFF
RSA_WITH_3DES_EDE_CBC j#iil 3DES_EDE_CBC & #4725 4035 4, W B E R
_SHA: SHA. BRI
> EREE
R e T - U SRAE RIS I [R) 2 A R ASHLE BE DT R BEAT #84E, RGi
H 2R B R GUR, A E AT B B oK.
> EEAHRE
N B RR ] Th A - T R R Th e
EEANE 35 T [ B 25 SRR 41 Wb DUTHI ) 3 IR LA
L2 ELIAUN 8 HEUE AT [ I SR A ML Web BT T P8 368 P 7 a8
> EREA
SSL iE$: HEFEELE AN SSLAEF . iF 544200 BASE64 Hifihks .
> EBHEA
SSL #4H: PRI NN SSL %4 . B0 BASE6S Hrfidik .
A

® SSLiFFH/FHANAEANEN, TN HTTPS FHEIE% E#,
® EfFF HTTPS B & a#%E, OAER NS 2 hitps: /1R =&,
® HTTPSHEEF R EMINE. K. MEEFEE, aNBEETHSLEEN HTTP £EHE

4.4.4 SSHECE

SSH (Secure Shell, %44b5%) & IETF (Internet Engineering Task Force, R4/ TFAT4541)
Pl g, ERSLAE N E AR EE A 22 il . SSH I EH iR HE ) ThRESRAL T —A telnet
R, HRESN telnet AR EE T NAEART ERAZ AN, KB FRH I EE 4
AR, A O DR 2 A S A F G . 24085 — AN ASBERAIE 22 4 1 X 48 R 8
TR SR BB AT, SSH Thfe T PR32 K N3 A UE 22 4 RBE, & ] LIt B A 46 a6 2 s i3k 47
I, Ay DU S 1 AR R A 4 SR T R )

SSH & HIR g5 as A2 P am L, I HA VLR V2 B AIRE A . Rl g S, SSH ik
S5 o 5% ey QS AP SSH A S AN 535, iy —BUS,  H%e 7 i i i 5% 5 i A ST >R
HFMAIETE R, ARSI R X5 BIAT 3T 5 S A B . AN FF SSH Ik 54 2hfE, mI LU H]
SSH & iRl SSH i # 7 A& s A bl

SSH SN2 SSH MAHTHESAZZ TN .. IR FHS NN, THPLSM % %43
INIER) 7 52 SSH B,
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BARHEK T E: RATE>>ZEEHE>>SSH RE

=RmE
SSHIE: : O BR @ =g
Protocol V1: ® pm O =g
Protocol V2: ® pm O m=E 3
BRI 120 ¥ (1-120)
B 5 £1-5)
nEEE
AES128-CBC AES182-CBC AES256-CBC =
S
Blowfish-CBC M cast12s-cBC M 3DES-CBC =
HriETR i B
HMAC-SHA1 ] HMAC-MD5 133z
EIRS N
EERES MmN -
TERAER 55H-2 RSADSA[V] S5
AR . .
HE:

1 FHEHARE

EHRtiE]. KRR LET FEREI A

2. ZAERCE FRARINERS SR - 20 SRR Rs SR ScHR REOR AR B TIAE -

FHAH:

4-19 SSH it &

> ZREE
SSH Zhfe: WA SSH Tl
Protocol V1: BRI AT SSH V1 13
Protocol V2: WSS JE X SSH V2 152
BRI : GBI . I (8] A % S AT BRI, 44y | kT .
BRIV 120 .
BREERR: 'S SSH [AlIN AT FovF s K EERE, SRR W, R CVE ST
sz, BRINH 5.
> IERE

)R EAEHE, R A NI SR
> BARTEBEHEE
)R EEHE, R R N EE e B S
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> EBHSA

TR

AR EE
FAHEH:

Max.

PP E F AR EHARA . APLSCFF SSH-1 RSA,SSH-2 RSA #lI
SSH-2 DSA =FhE R4 .

= S YN IE SRR L
M IR, K PTE SSH B AL

® FHMEFANNXHEFHKE N 512 £ 3072 t4FH SSH A4,

& SAKHAXHE, RBNFLAFEFHEREZTHAR 2HEEZ. WRFANANEHACHFIR,
SSH & % F & 8\ IE i 77 3 E .

HIRH 1:
>  HARFER

NoE

\4

BB

=

1 SSH DIREM“F A A" K5 WG R HpL, SZHALE R SSH Tifig.
IR Y 28 =0 % i A PUTTY

FIFFHAE, B3 PUTTY [0 JHE . 7 “Host Name AbiiS A bLI IP 4l “Port (RHEFERIA )

22; “Connection type”#bi$ SSH N 7. W FEFw.

[

PuTTY Configuratio
Category:

E- S;ssinn Basic options for your PuTTY session

i _I_E"" L.oglging Specify the destination you want to connect to
Fmina Host Mame (or IP address) Port
- Keyboard
- Bell 152.168.0.1 72
- Features Connection type:

= Window 1 Raw () Telnet ) Rlogin @ SSH () Seral
----ﬂppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours -

Default Settings

[=)- Connection Lo
- Prosy
- Rlogin

- 55H
- Senal Close window on exit:
() Mways () Mever @ Only on clean exit

About [ Open ] [ Cancel ]

2. piifi<Open>#%fe, HIFERBZHN . #IETHES telnet AHIF, HN G744 RS,
VT gk gt AT IO B AR . W R PR
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#2 192.168.0.1 - PUTTY = | B [t |

HPINH 2:

>  HAMFR

1. M SSH IhREM B PINIE" I 7 G R Hbl, b C 5 SSH Thig.
2. MEFMEHEE =07 % P PUTTY.

> WEPRE

1. EBEEPIRAREAKE, JAR SSH %%, W FERIR.

]
I e

File Key Conversions Help

Key

Mo key.

Actions

Generate a public/private key pair e itz Generate

Load an exdsting private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate: sEeH R

() SSH-1 (RSA) @ SS5H-2 R5A ) 55H-2 DSA

Mumber of bits in a generated key: | R 2043
R B
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2. WYERE, BRI RAAAE TN B W EPTR.

| File Key Conversions Help

Key
Public key for pasting into OpenSSH authorized_keys file:

sshsa -
AAAAB3NzaC lyc2EAAAABIGAAADEAg4RILBYbNTSDbFjn3Muo Hr4LHF 7w BWN E[:i'l;'
TFroJzriwndlbpC7DlkxdBmzlJo6SH =
+sUVKBEaTWROgOpfBrothu 7QPLIEM40cMzOm DC 2k 3bhfgbg IrVFDMmSmGNo EYHD

ghXLbFU3rDx TjnSnlUCrvGloRUKIvaYRBq SqKHwpsGbZKQ 12t 5/Bgp 1/2PnfFzz 55720 ~

Key fingerprint: sshsa 2048 of 11 be:4b:40:55:50:ef - Ba:e4:9d:.c5b%ca:30:13
Key comment: rsatey-20150122
Key passphrase:

Confirm passphrase:

Actions
Generate a public/private key pair
Load an existing private key file Load
Save the generated key I[ Save public key ]I Save private key ]I
I Parameters
Type of key to generate:
() S5H-1 (RSA) @ S5H-2 RSA (7) SSH-2 DSA
Mumber of bits in & generated key: 2048
|
[ -
3. TERMHLEE T b, B RAFE N B AT FAZHLF
EHZE A
IEERES A 2RISR -
EEAEa: [55H-2 RSADSA[~] = =5
o Al P~ P

M.
o FUXAEERHXEMERNRE K,
® i)\ SSH HYHIL R T LA B I
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4. FTIFPUTTY BOEFE, %N IP bk 3Rk £i%ER2E AN SSH, T NI~

I. B PuTTY Configuration

Category:

[=- Session Basic optians for your PuTTY session

el Specify the destination you want to connect to
= E-Té;oard Host Mame (or IP address) Port
- Eell 192.168.0.1 22

- Features Connection type:
= Window () Raw () Telnet ) Rlogin @ SSH  (7) Sedal

- Appearance
----?';Eaviour Load, save or delete a stored session

. Translation Saved Sessions
- Selection 1

- Colours Default Settings
[=)- Connection

Cloge window on exit:
() Mways () Never @ Only on clean exit

Open ||

5. i ZEIURYHRAZHEN SSH HR T Auth S8, SRAPISCIE R AR SSH & s b, FE s
dr<open>{Z4Hl 5 M 55 S ELERIF AT . 0T BIFTR.

Category:
B- Sgssinn Options controlling S5H authentication

[7] Bypass authentication entirely (SSH-2 anly)

Authentication methods

- Features Attempt authentication using Pageant
B Window [] Attempt TIS or CryptoCard auth (SSH-1)

- Appearance Attempt "keyboardinteractive” auth (S5H-2)
- Behaviour

- Tranglation
- Selection [] Allow agent forwarding

~Colours [] Allow attempted changes of usemame in S5H-2

Authentication parameters

=~ Connection Private key file for authentication:
I [ \Program files‘private ppk ! |
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MACHE (Hg=h A1 00-00-00-00-00-01)
VLAN ID: { 1-4084) E I
im0 w01 [v]

THEE
TR z&8  [v] Bk

Bttt
IR MACH VLAN ID b Hi AR E IS

(] ma [v]

(%5 | (W ) (&9

LEthitSs: 0
FE:
EAETHERSH LIREN100E, Bt =EritEiES.

K 5-14 FpSthhb®

FHAH:

HE%H
MAC Huht: HEHAGEER MAC Hitik.
VLAN ID: HE MAC Hihk4% B %R VLAN ID.
b Am RS YR E B e 115
> BREFH
BHREIN: PEPEFR S HNE R Bon B, w AP AR R T R 4% H .
e MAC: HEHMAKLHFESTH MAC HibEE S .
e VLANID: HEHMAKRLHFESH VLANID &,
o Uill'5: MEMEIRLHFEEMA LS,
> ESHbEER
Pt 3 R)%E 2% H AT IR BRAS 2% 4% B X B I AS B L 1S, A &%k,
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MAC Hudik:

VLAN ID:
Wi«

ik SRR -
R

i

® R MIHyNg oI R

EIRERASYEE R MAC Hiutlk,
7x MAC bk 2% H XS VLAN 1D,

TR MAC it 2% R A2 L 1 . o] AR B XS 3 S MAC
Mok G0 5E [ 1, (HR B R I AL A0E VLAN 58 51 5 H

SR MAC bk 287,
§7x MAC Hihik R 2 AR AS .

iR, REATEFRD (REE) BAANKE, RAERREZHSH

BRI, &R R BN T EHE L EKE.

o WMAMMN—EHRE, WREFMWHIHFNERLELIRBIWEERD, KENKE TS
ARA. B SO FRAE %8 A A R R T R IE A H BN

® JLEMAZRAMA RN, TREMPARTIEMIE, ©FEERTHEH
® & 802.1X #HkITE, WIHEEA,

5.4.3 FAHHER

ENASHIERAZ M B B 3052 SR MAC ik, ZZ#bliE B 35 S5 kA B 3 2 A
FEAE P At SR AN W7 SE T B A kSR

SZHAL AR KA AR, 08 T B KIREERI AT IER (BT IR,  SCHeiLAE 2 AL ok ST 3t
B, Bl: RGBS AR, JF R ZACE R A%, U1 RAEE I 8] N 34T 7 U B A )
HERJHRC, ATHHLE 2 AE1Z MAC il AR ISR -

TEA U] DARC B AT L sh A HihE R Th g
BATHEBITE: —BERRS>SHBEREES>HA bR
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E{EE
SRR ® gaE O zH
EAbETE 300 B C 10-63080 5 BHLAA30080)

HHEH
HEm: 25

EIEHIEE

RS hiACHLE WLAN D iwma HihE2ERL
O 00-19-66-35-E1-11 1 2 EhEHE
O 00-0C-29-14-69-96 1 2 EhaHE
O 00-19-66-CA-B7-ET 1 2 EhaHiE
O 00-19-66-CA-87-CB 1 2 EhaHitk
O 00-23-AE-08-E3-63 1 2 ahEHE
O 00-19-66-80-F8-A3 1 2 EhHE
O 00-19-66-CA-G4-FA 1 2 EhaHE
O 00-19-66-82-9A-4D 1 2 EhaHiE
O 00-19-66-82-9A-4C 1 pi EhasHhE
O 00-19-66-5E-EC-11 1 2 ahEtiiE
O 00-19-66-CB-44-E5 1 2 EhHE
O 00-19-66-CB-44-D4 1 2 EhaHE

e | [ mee | | @ | [ 5= |

'

EE
EEEL A
FEEEWR
EEE®
EEEWL
EEE®
EEEL
FEEEWR
EEE®
EEE
EEE®
EEEH
FEEEWR v

HEiitSEr : a8

HE:

B\ ETRIE e LREN 1004 » HaEER TR eI RE R .

R
m
>

> BhAHhEER
W
MAC ik

5-15 BhAhkR

Sk G S I SEY R
HEHhEZ AL TE]. ERIAJY 300 5.

PSR KR os U, T UL PG BT 155 H

MAC: EEREK K HFWE M MAC HiliE &
VLAN ID: HE#EK % H 7 A5/ VLAN ID 15 5.
Ui 15 IERREA R A B RS AL 15 .
LAG ID: IEHEA K% HHE S LAG ID.

Rk ENAS HihE 4% H AT R B0 1% 2% H 4558 NSk, 72k,
IR E K MAC Hiutk,
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VLAN ID: Z78 MAC #iik 2% H X RZF VLAN 1D
o fu 7R MAC Hihik 5% H o R R A2 e ML 1 o
HihERTY . 7R MAC Hhik ()25

R 7R MAC il Z IR .

HE: W BhAgh e bk 5% B A RS S0E .

o

& (PHHETKAFERLINWHILXFTRELS LRI RT, KNTALHLELH TR, B
BRXBEANTEREN SN EUEF A R, EUHERE, X ok RAFIHR, KEE
W B 215 G HY B Byt i R P RT B, RERBALA R EHEC LM AR,
A AR AL B M RE . B BRI

5.4.4 TyEH bR

i e B e b, SOVFACHRAU A R R B AT g, s A Sz, ReEF T
BEAT U A B . 7ESd E LR PR N SZ IR Y MAC HihikJG, LR B 3 a8 d 6/ H it bkl i
ANHBERE, LA SN2 A H e T P 2 R R b BT (0 A e L A R

HARHEKTE: B> REE>>1T g bR

HEEE
MACHHE: (#t4: 00-00-00-00-00-013
VLAN ID: £ 1-4094} A0

THER
TR z&f V] B

T
bzt 3 MACH VLAN ID im0 i b A EikitE

(2% ) (w5 ] (&5

LaittEs: 0
HE-
EH\ S TREBH FIRMEA100E . BT THFNFERNFREA=ER -

K 5-16 I yEhhEE

ZHAH:
> FE%H
MAC Hiht: HELIER MAC Hidi: .
VLAN ID: 5 MAC #ihik 2% H XS R VLAN ID.
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> AWK HE
BRI

> EUEHBHRER
it
MAC Hbik
VLAN ID:
pmp
HihERA .
ZHRE:

iz

BT e ML R BN ), A AP AR BT AR H .
e MAC: HEMEKFZHFEEH MAC HIHE B
e VLAN ID: HEGHMEHRLHFHEEM VLANID {5 8.

)i PRI 5% H AT IR, T2k,
BRI IER MAC Hibik .

78 MAC Hidik 5% H XS 2 VLAN 1D
Beab Ay, R TEARE N H .

27~ MAC Hiik 285

R MAC il Z IR .

o ARSI RFHHA TR MAR A AR T, WARHERIHEH
® & 802.1X #HkITE, WIHEEA,

64



WERZENL T

$F6E VLAN

PLA 2 —Fh 3T CSMA/CD (Carrier Sense Multiple Access/Collision Detect, # iU £ 415 1]
[ SRASID) 3L 2B A o B P I HER, BB H BN 2SO R™E ., Tz
PERE W35 T REEL B AT AT S . Gl I S LS B LAN B EAR AT DA e rh 2% (Collision)
PRI, (R IRANRERE B RO, AEIX AR OL R B T VLAN (Virtual Local Area Network)
FEAR, X FPEARTT DA —A LAN XI5 %2 M2 55 1) LAN——VLAN, &4~ VLAN /& —/N #&5k, VLAN
P B AL AL A B AZE — > LAN 9 —#E, 110 VLAN ) UASBE B4 B8, 3XRE, 3B Soal BR# e —
N VLAN o [Al—AN VLAN W =L AL S8 1 LUK i AE 77 AT RO AE B, TANE VLAN
R AL ) ) 75 B 2 Bl = B A LA I 2% = e AT S . ] 6-1 .

W m

g

Hh A%

VLAN 6

6-1 VLAN 7~ &
VLAN B S e

1) $EEMEERE. K RERIREIE VLAN A, AITA BRI )RR E, 198 1 2% 58,
M 2 1 X 2% AL P

2) IMuRMZ% 4. AR VLAN & ABELAUIR, AR VLAN B ELAREEEGEE, 2
i £ 2 B = R A BN LR X 2% 2 35 RO T = R R

3) MILMEER, [ MELTAEHNENAS BIREE BN, fL 7S RER, J5
{7 AR XA N 32 57 TAR 4

VLAN %153 A 52y 347 B 1 IR, ASTE R — 4 3 A7 B 6 B LT U TR — A VLAN: —
VLAN A5 #I P AT DOEREAE R — NSl b, ] DA Bl . AAZ b5 802.1Q VLAN &
777 e

6.1 802.1Q VLAN

HI B A L AR AR OSI AR AR EERG =, 45 ZACHMLRES IR B AR VLAN (EE L, A aexs
Hoa B ) Bt RS 2B AT VLAN R BRI, VILAN PR3 7 Bl s in 2800 B % 2 da ke v

|IEEE 802.1Q WA T kAl VLAN SZH 7%, WA VLAN AR G G as /3T 7% — M 5E .
PR 7E H 1 MAC HihitE F1J5 MAC bk 2 f533E 4 4S9 VLAN Tag, H UARIE VLAN R4
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L, WK 6-2 Fiix. VLAN Tag & PUANFE, 4r%ls& TPID (Tag Protocol Identifier, Fr2&#pid
1,\4”6‘)\ Priority. CFI (Canonical Format Indicator, #nifEk&iE7~f7) F1 VLAN ID.

ﬁﬁn_u\r

WLAM Tag
*l >

DA&SA TFID Priority | CFI} VLANID | Type

K 6-2 VLAN Tag 2H 7Bk

1) TPID: FRFERAEIEWRZMH VLAN Tag EdE . %7 BAKEE N 16bit. P3O & 1Sk 4 BUE
9 0x8100.

2) Priority: FREREHE B LRI

3) CFl: LIKMAZHHLF, CFl R E N 0. BT IERE, CFLH T LUK SR 2% 1A iaf
KM%z 8], URAE LUK oG DRI M CFI BN 1, Rz Tk, XAFRNLIK
I ity 1 A — AN e bR i o

4) VLAN ID: HRARIZIRSCHTE VLAN B4 . 7 BAKREEN 12bit, HUETEHE Y 0~4095. H
T 0 A1 4095 @ W AMEH, ATl VLAN ID B HUE Y5 FE — %N 1~4094. VLAN ID ik VID.

THHLFFH VLAN ID SRR SCAT R VLAN, S0 3 B B A HET VLAN Tag i, il 2
DA G 35 A A B T B4 VLAN ID [ VLAN Tag, KR 76 32050 D 548 VLAN gk
1T A&

AF, XA VLAN Tag B R B34 116 FR y tag Mil, untag Mitdis #dE G4 %A VLAN Tag
FTERBHE, 5 tag WiFREIEEHE VLAN Tag 7B, {H VLAN ID 4 O (% (0.

> ¥ DI =FhaRRE SRR

TEQIEE 802.1Q VLAN W, 75 EARHE v %52 1150 4% 150 B v 1 DB 2R 20 o o T RO B R SR 0 R THD —
Fofr:

1) ACCESS: i HAEET 1 4> VLAN, HOHIA UNTAG, £ i ;4 0m %45 3 1
24 ACCESS 2K TN 7 H8 VLAN i, U E 3hiE 545 VLAN.

2) TRUNK: ¥ A AARVFZ AN VLAN 8, 0] DO &% 24 VLAN RS, W T 244
ZIEGE . FEMLEH VLAN SR SRR CHHLE, TRUNK 85 H ) H DY TAG,
REMS DRUEHE R 25 Tl VLAN (135080 A0 I AN o8 HAfair (1) VLAN 15 B .

3) GENERAL: i [ 1A PARVFZ A~ VLAN JEiL, AP R 162 /A VLAN [#RSC, AT LU M
RS R, AT DU TR 4% . GENERAL 2870 5 11 H R0 U] AT DAAR 4 12235 1
TER R A I SE PRt LR TE L E

> PVID 5 VLAN ¥dB 4B LR

PVID (Port Vlan ID), /2 IS VID. 2438 #bL g H BRI SCAH VLAN Tag B, %2
AL 2AR B BRI 1) PVID (B A% I VLAN Tag, JHit 75K .

TR R RIS VLAN BF, PVID 25N H ) —NEESE, Lo DEBOATER VLAN. BEF
W~ &

1) 4 YR untag #ROCH, KARYE PVID A%#E I A VLAN Tag.
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2) PVID 572 T uig BRI #8480, B 2o 32008 UL B0 REERTIHEE, S8 ALK I S s
16 Zut H FEA VLAN T HE .

it 1 (R I SR A Jot bR S LS N3 1 VAN Tag BOACFRTT =0, PEAIRI ISR 6-1 Fs.

o USRS AL 2 o
iAWyl RIEAR I AL TR
A Tag O Tag

4 VID=1i 1 PVID, U3 5.
Access ‘ ‘ X Tag Ja, KIERIC.
24 VID#3 1 PVID, Z 343,

BUGR, N 3 BRI VLAN $eim
Trunk | 35 v b0 B 1 % Tag JG RIFMSC, HAMR

VLAN Tag HI%; \%‘LAV[\'I[I)D)?;L g@?&;ﬁ VEIBIL I | $ 547 Tag R IEIR L.
A HH PVID. ; I%$ °ﬁ$%f b R B TAG
4 VID BT A Y | e o

N 2N t o
General f] VLAN ID B, EF . PRIFIRAT tag JUEAL

OIS E N UNTAG
i, 2 tag Ja KiER .

# 6-1 ¥ 12878 5 VLAN $di b3 ox &
|IEEE 802.1Q VLAN Ijfitti3%E VLAN BEE . 3 OECE w4 ic B 7 .
6.1.1 VLAN EiC B
£ VLAN BC & vl i o] LA A 4T C 400 802.1Q VLAN.
HARE R E: VLAN>>802.1Q VLAN>>VLAN &

VLANELF 5l
VLAN ID
%A% VLANID k=i . Am) il #1E
O 1 Default VLAN 1-26 imiE | EE
[ #2 | [ =% | [ mhe | [ Z8 |
HATVLANS#: 1

6-3 & VLAN %1%

EFAEN T, N TR HAER T B0 R REIER S, Argum s VLAN ¥4 VLANL, R
HJET VLANL i 1 4 G5 in) 2 Bl Web i1 . VLANL JoiZ M Bk .

FHNA:
> IWOEE
VLAN ID #%#%: m<iPE>128E, FIARYE T VLAN ID, BREER VLAN 5% H .
priiks w)ig sk HE TR, T2k,
VLAN ID: 7% VLAN ID.,
HHR: 2R VLAN FHER(E R .
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¥ R o VLAN 3 % 57 o
BiE: X AN VLAN 2% H HEATHH N 454

o ZifE: B VLAN it & .
o E: A VLAN BLE L.

o <gifH>12HE, TTLAOAHRIE) VLAN AT 48, midr<Brad>42t, mRLEIEHTH VLAN.

VLANER S
VLAN ID: {2-4094)
VLANM 235 (1-16 725 )
HEFHOBR
w0 %]
T - m bagszeal So4am LAG
O 1 ACCESS UNTAG
| 2 ACCESS UNTAG ~
O 3 ACCESS UNTAG
|:| 4 ACCESS UNTAG
|:| 5 ACCESS UNTAG
|:| i} ACCESS UNTAG
|:| T ACCESS UNTAG
O 8 ACCESS UNTAG
|:| ] ACCESS UNTAG
O 10 ACCESS UNTAG
| 1 ACCESS UNTAG
O 12 ACCESS UNTAG
|:| 13 ACCESS UNTAG -
|:| 14 ACCESS UNTAG
EEEREERREEEEREED
FHE:
s 2T T O A R T T ik
Kl 6-4 @& algmis 802.1Q VLAN
L HAH:
> VLANEE
VLAN ID: 5 VLAN ID.
VLAN £ #K: HE VLAN MR EE, PMEX %A VLAN 1 HE.
VID &y & Adi<VID g, KA FTEM VLAN ID 254 %K.
> IR O R A
i 3 Ty N 5 IF S < Bt e, TP IR R B .
EFE: ) O C B B T VLAN Rk DR R, w2k ia] Ak,
YO TR AZ AL 5
BERR R S A N g 1 R 11 S8, AR T AT 7 g S B O T A TR E
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H OFE e VLAN i E RGBT H TR . BRI UNTAG.
o TAG: HiHMEdEmin A tag 155,
e UNTAG: Hith &y tag 15 5 .

LAG: N 2R R SR .
6.1.2 % AAC &
TEQIE 802.1Q VLAN B, 752500 i FHERE & AT 7 g, DUERE & im DI 2 4.
HAREBRIAE: VLAN>>802.1Q VLAN>>UE O E

VLANSOE S
lm
bz | | ] PVID LAG FREVLAN

N ACCESS [v] VLAN 1D

O 1 ACCESS 1 LAGT A

N 2 ACCESS 1 LAG1 &ifl ~
N 3 ACCESS 1 LAG1 &ifl

i 4 ACCESS 1 — i

n 5 ACCESS 1 — i

N 6 ACCESS 1 — if

| 7 ACCESS 1 — id

O 8 ACCESS 1 — A

N g ACCESS 1 — A

N 10 ACCESS 1 — A

N 11 ACCESS 1 — &ifl

N 12 ACCESS 1 — &ifl

i 13 ACCESS 1 — i v
n 14 ACCESS 1 — i

[ #% | [ =8 |
6-5 802.1Q VLAN—Iii [ it &
% H A
>  VLANRORE
Ui mi < FESTeRE, AR P S, PUE AR 2K H .
T /R) 3 it VG B o 1 SRR PVID {H, W £k,

¥ - R AL S
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i A 2RAEL: PR WML i 1288, BRIA N ACCESS.
e ACCESS: ZimH RBEA—1 VLAN, H O UNTAG.
PVID {5 24/ VLAN ID B LREFAHIA . W2 VLAN Mg, AHM
5 H PVID 2 Hsh & NERAE 1.
e TRUNK: Z¥m A IIAZ A VLAN, #% K um H 2N VLAN EdE
B DR Sy UNTAG, # ok H4 VLAN s B E Ry
TAG.
e GENERAL: Zui AR AL A VLAN, HAVFRIEAFE VLAN
PR B H DU, BRI Dy UNTAG. PVID AT E
A IR — VLAN 1) VID { .
PVID: HE AN D) PVID H. BN 1.
LAG: SR 24 1 B R SR A .
FiJ8 VLAN: A A AT I VLAN 15 ..
phi < >{ieE, LA N TR
RO 1H0 A BIVLAN
VLAN ID
VLAM ID VLAN:EEE MIEVLANIERE
1 Default VLAN ¥ebs
| &m | [ #eE |
FHE-
O VLANEIEE : 1
K 6-6 #rF I fT)E VLAN
% H A
> SOMAR VLAN
VLAN ID &R: A< >tedt, nRTE i VLAN 1D, s A 4 i 11 @ 1) VLAN
%H.
VLAN ID: f7% VLAN ID,
VLAN iR 578 VLAN HHEIR1E B
MiZ VLAN B - Al<FEBR>TREE, KA D MAHN. VLAN RS .

802.1Q VLAN fit & 1%

TR’ | B i HH
1| Wl s WiEEAE. £ VLAN>>802.1Q VLAN>>¥ 1S B 5 H2 4 i [ 3 4 1) B
%V B 2R,
2 | % VLAN DhigktEE . 7E VLAN>>802.1Q VLAN>>VLAN BE B 7 i i < g >i%

1% VLAN 85 1) 5 1 o
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iiRIEE VLAN | ATiE#ERE. 7 VLAN>>802.1Q VLAN>>VLAN BB 51 i & i< iH>mk,
<EXE>YHE, ATUTAHR VLAN TSR FI A5

M VLAN A e HEAE . 7E VLAN>>802.1Q VLAN>>VLAN Ee & 51 [ ) 1% 4H N 1) VLAN
% H, mi<fR>is st T MR .
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6.2 802.1Q VLAN Thfe I £H M B FH

> AMER
o TTHHL A FERE T IFENL A AR % B:
o ZIHML B T iHEML B MRS HE A
o IFENL AR A [FJE T —ANER;
o IIHEAML B MRS B FET— W
o WHANEEITLL VLAN XI5, AHE Z (B A REIEE .
> HAMAE

At A | P2 PT84 B

ﬁ@

IHETHLA IH5THLB

0

B P B R s AL i 1 5
> WMESE
o ilETHMLA:

SB | B i B
1| B A iR EEE . £ VLAN>>802.1Q VLAN>>¥ K EE B 7 i % & Ui 1 2 A28
) ACCESS; #E i1 3 [F12581 4 TRUNK; ¥ 11 4 257 )5 ACCESS.
2 | & VLAN10 Wik HRME . 7 VLAN>>802.1Q VLAN>>VLAN BB 7 i i s i< > 1%
BB VLAN, VLAN ID A 10, F-E2 1 0 2 fss 1 3,
3 | g VLAN20 DhigtEE . £ VLAN>>802.1Q VLAN>>VLAN BE B 7 i i < g >i%

62 VLAN, VLAN ID A 20, FF62 1m0 3 fis 1 4.,
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o [ EAHH B:
SB | 8k Wi BH
1| BE g 2R WEHRAE . 7E VLAN>>802.1Q VL AN>>¥ e B 5 [ 1% & it 11 7 f28 A
A ACCESS; BB Ui 6 128 TRUNK; i 8 287y ACCESS.
2 | % VLAN10O Wik HE . 78 VLAN>>802.1Q VLAN>>VLAN BE B i b A< >i%
617 VLAN, VLAN ID A 10, FHA& 15 1 6 Al 8.
3 | fig VLAN20 Wik PAE . 7E VLAN>>802.1Q VLAN>>VLAN BEE 7 i sty <Br it >4%
68 VLAN, VLAN ID & 20, & 6 Ml 7.
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FT7E AP

STP (Spanning Tree Protocol, At #hil) 24 IEEE 802.1D Rt iy, T2 REM b
TH R AR B i D BRR B (R P o IS AT IR B A 1 A8 HLAE R I 48 KR, ATk
BRI Sy VAT P IE, e 2N PR R X 2 S5 KB B i TG BR % (IR B I 2 450, AT 7 L EAR SCHE 3
I 285 TS BTG AR AN TC R PR, T G B 4 HH T B L HESOM (5] B4R SO AR SC AL BRRE 7 R B 1 1)

STP KA KIPMR & BPDU (Bridge Protocol Data Unit, iR $7c), HWHRNECEHE,
BPDU H & 1 2 9% IS B R PRAUE B 4% 58 O O ()T H S R . STP Rl i 78 W 4% 2 TR 4% 3
BPDU kA & W £ (1 b 45 44«

> BPDU &R KFB UL

TSIV S BT RE,  SCHbLZ %% BPDU R SCSKIUE B ACH., B SCfy STP Wl IS HbL AR
SARYOF A BCRI R SC o AR SCAERE X A 7 R TR R A A SR .

PRAEAE B 1) BPDU Miihg 2 & 7 B i3 B -

2 1 1 1 8 4
botio. | Version | MESES g | Rootp | RO%
Bridge ID Port ID Mi;;ige Max Age | Hello Time Fg;j;;d
8 2 2 2 2 2
Protocol identifier:  #MXHriR
Version: [PATES
Message type: BPDU 257
Flag: bR &AL
Root ID: R ID, 2 TR 6 77 MAC Mk
Root path cost: R E% AR T4

Bridge ID: MF 1D, FoRki%k BPDU [HFIN 1D, 1 2 FHifsE A 6 571 MAC Hiht#y g
Port ID: 5 11D, bRk i BPDU 3

Message age: BPDU kA7 []

Maximum age: 417 BPDU HyZ A A], B H{RAF BPDU [ [H]

Hello time: MWK i% BPDU i ]

Forward delay: FORTEAANAL 5, S LA 5 B 0 1 45 78 M A SRS AR I 1]

> STP HEASHES

B ID (Bridge Identifier): #r ID @R IEHFIH MAC Hilik LR GHUE, HAMRAESE —A T
ABERIZH. Y 1D BRI, DUMRIAR e bk sy, 3 AE AT DA InHL o iR (1 AT e e

HRHF (Root Bridge): FATH/IMF ID (AZHALZARNr . BRI o AT Sl b e b (i — B
ONRRMFAZ AL, DADRIIE BENS B (Hdi i 1) R 28 1k RE AT v S
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8 (Designated Bridge): TERFNMIBLH, BRI B T4 S AR ORI OoN TR e 0, B

Fd i e R FNZM B . T AL A A R AR B AR A, B AR 1D AS bl &8

ity S E{=DAck 718

BEEZETFS (Root Path Cost): — &3 #HALIKIAR B A2 TF 84 2 MR 5 1 O BRAE JT4H 5 8UR B4t i ineg

R HA IR R TF R 2 . MR IAR B A2 TP 2

Wit 5egk (Bridge Priority): & —ANH AT LA @ IS4, SUETEREIM 0 31 61440, € MEBUN,

Il E . AZHHLIIMFIL e bk Ry, 7 v RE R AR -

¥ (Root Port): EARMFAIAZ HAL b B ARAF BT Ao 11, B 5n SARMFIEATIEME, 1X A4 o H 2R

MR BR AR TS B . 24 22 a1 EL G A TR IO 2AR MR () BE A2 FaS I, B St P02 20 1A i 1 4

AR .

HEW O (Designated Port): & & #r I [ AN S A L% A H5ds i 11

W ORSES (Port Priority): #{EJGE M 0 3 255, {E#k/)N, I A0S Fomhbk s . o 0 4 se 2%

R, O AT RE RN AR B .

BRAETFEY (Path Cost): STP thilH T FEKMSE . STP thiGEITHEBRAITH, EERRAN

“SEMTIEERS, FHEEZ RIVEERS, KA BT BTG % 10 70 X 4% 25 44

AR R SR AR S I R = ] 7-1 Bos . RHHL AL By C = RAHE, 4 STPit&EId)E,

AL A PR NAEME, S 2 F T 6 2[R [ 4 B PH 2 .

o M ZTHML A NEENILE IR AL B ZASHAHL C 3R ENF .

o Uil Uil 3 Al 5 43 HINAZ AL B FIAZ AL C MOARER 15 i 1 Al 1 4 43 BN Al A
FAZ AL B HIfE e M 31 6 AL C AIPH 2w 1.

ZZ LB AZHALC

B 7-1 A A 4L

> STP &R 2%
BB RFE] (Hello Time):

HUEVEREI 1 R3] 10 0o AR A HE Py sl BPDU it i 1] (] Bg, 284l
LU 8 15 A A R

ZALRE] (Max. Age):

HUHTEHEI 6 03] 40 £ WRAEE M ZAITE 2 )5, IEBCA R & 1110 BPDU %, B4
SN 1A e T ALK BPDU $ditd, B vh 5 AL Bt
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FEHIFTSE (Forward Delay):
HAETEE N 4 FP 2] 30 FD o A48 22 B LA B PRS2 B FH B R [A]

2 R 2 W5 51 A A R BT TSR, AR R ) 5 R A R AR N AR o (R EOR T S AR B R G B
B ICIESL 2 A P, R TR SLZNT R R, FIRE S AR I IR 3R B . Dk, ZERR
PEPRBCR T — FRASIER ML, B AR S AN 5 i T a3 e 2 i 2248 2 A im
&, IXASFERFORIE T8 EC B B D i B 25

> STP R BPDU FItR 56 Lk = N
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o A NTLATHHL:

e B. CHILEERMHN, D. Ev FAEANELZHA;

o HAMLKHILE 6 1 VLAN, N VLAN101-VLAN106;

o JITH WA MSTP, JFHATH BB TR —/> MST ;

e VLAN101. 103 A1 105 #a#Eim & LA B NHRYF, VLAN102. 104 F1 106 (£ & LA C Nl
Mro BELWTRIZEFR IR, e iR B BE 74 Rt 2 A VILAN B0 10 70 4 2540 PA R 5 38 PE AR .

> HAME
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> WRESE
[ J ﬁﬂﬁ??ﬁ%m A:
PB | BE BiEA
1| Fe & 7£802.1Q VLAN"ZhAEAL, HH N L IS AN Trunk, FF
B DN VLAN 101 F] VLAN 106. EAHR B J5i:iE S
I, 6.1 802.1Q VLAN.
2 | AR IR TEAE R >>FE AR B >>FEAEL B 7w, o A S e,
1 MSTP A sl i K
EAERM>>EARE >>uw OB E v, 5w 0w
MSTP Zh#E.
3 | FLE MST Wik B BT g0 | R RM>>MSTP SE>>HEE vim, REWRL N
“TP-LINK”, 1&1T 203 BRAEITT,
4 | FidE MST 51 VLAN-S2I ML | ZEA R >>MSTP S2fl>>epilic B i, Al E VLAN-5EZ
Flms 2% . ¥ VLAN101. 103 F1 105 i3 s 1, ¥
VLAN102. 104 #1106 Wi} 5] sz 2.
o it EAZHHL B:
BB | B4E ViEA
1 | fEwmN 7£“802.1Q VLAN"IZhREAL, FH % ISR Trunk,
B T VLAN 101 3] VLAN 106. EAARCE HiEiES
i, 6.1 802.1Q VLAN.
2 | A AN IR . TN >>FE AR B >>FE AT E 7T, o H A I EE,
e MSTP A= slibt =t
EAERN>>EARE >>w OB E L, J&H
MSTP IhfE.
3 | BLE MST A AEITH | SRR >>MSTP EH>>HECE i, REHAN
“TP-LINK”, 1ZiT 7 ERNED T,
4 | fit B MST 31 VLAN-SZBI st | ZEAE R >>MSTP SERI>>SEREE T, it E VLAN-5Z
BB 2 . % VLAN101. 103 F1 105 Mt 2|szE] 1,
VLAN102. 104 #1106 Hst 5] sz 2.
5 | B HHL B BLE NS 1 AR | FEAERM>>SMSTP S24)>>S2 B B mim, & sef) 1 K108
Fe KB BN 0.
6 | KBl B ELE NG 2 e E | FEAERM>>SMSTP S2f>>eRECE T, KLl 2 1tk

tr

R BN 4096,
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o [EXHALC

PR | B#E i

1| B & 7£802.1Q VLAN"ThAEAL, HH N L IS AA Trunk, FF
435 NN VLAN 101 3] VLAN 106. BAKRL B 7 iEiE S
I, 6.1 802.1Q VLAN.

2 | A AR IR TEAE R >>FE AL B >>FEAEL B 7w, o A A T e,
P MSTP A= b=
EAERM>>EARE >>yw OB E v, 5w 0w
MSTP I,

3 | FLE MST kB BT 00 | fEAERM>>MSTP SEH>>HEE vim, REWRL N
“TP-LINK”, EiT 5 BRINEI AT

4 | FidE MST 5K VLAN-S2I ML | ZEA R >>MSTP S2fl>>epific B i, Al E VLAN-5Z
IR 2 . % VLAN101. 103 F1 105 miit sz 1,
VLAN102. 104 #1106 Wi} 5] sz 2.

5 | KL C BB NS 1 KTRE | AR >>SMSTP S2f)>>RECE 7, #sepl 1 rm

M e E N 4096,

6 | BHATHHL C BB NS 2 AR | FEAERMS>SMSTP S24)>>Se Bl & jim, 5 sef) 2 ik
FKHEN O,

o JiLEAZHAML D

BB | B4E ViEA

1| fid & 7£“802.1Q VLAN"IhREAL, N % SN Trunk, Jf
3 CUMN VLAN 101 F] VLAN 106, EARRLE iEiES
I, 6.1 802.10Q VLAN.

2 | A AN IR . TEAE R >>FEAREL B >>FARBL B 7, 5 H A S T e,
P MSTP A sl i K
EAERN>>EARE >>w OB E L, J&H w0
MSTP ZhfE.

3 | BCE MST sk AEIT 900 | FEAE M >>MSTP SEH>>HMEE i, REHSL N
“TP-LINK”, 1ZiT 3 ERIANED T,

4 | BCE MST SR VLAN-SEGIUE | fEAERR>>MSTP SERI>>SEBIBEE T, ALE VLAN-5L
ML . ¥ VLANLOL1. 103 F1 105 i 5524 1, %
VLAN102. 104 F1 106 Hisf 2524 2.

ACHAL E FISHML F BIECE 7 2 2 bl D
aibiase LR ANSEBIBTAE BB Th a1

-5 1 (VLAN 101 103 105) 1=,

EEBEAEERE N T MG RIEAE, KERERIEETIT
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ALHHLD A HALE AEARALF

BCE N

A SE LI 3 1 28 BUR I TC PRI TR

ARAFF A ML) i A S 1 S SUR HYHR AR ORI DI RE

ARih G R F SRR DI RE

ER PC SRS #1000 11, 2 3U5 H1*BPDU fR5"BPDU i JE" DI it -
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b g

FoE HIXREH

> AR

FERIZE R, (AR =MOROE RO T30 g TR AR BRI HAE (Unicast) J5 Ui,
55 s 2 R — N RCE B — 5 5, WRA 2 M RICEAE, WM& Lits ERMER 2 0
MENAERGEE, A KRGS, R # (Broadcast) J7 UL, Rt
R ER S WA P T T, ANERITR B, AR # SRR HRIE R

2R, WA SO R R & B R . 22 RS 22 BEAARE 55 AR O AE B AR 1A IO 2 AR
e fE— RRIEZ FIRIRTSE N, ARy s0E G R B e, i) i 5 2OE & P R E
P2, 2 ORI SRR BAER, AR R AR IRG. X418 (multicast)
RIS, SR T ML G 2 2 m R LIk, RERS T KRBT T, BRIRIM 2% 53
ik tehmis By LanE 8-1 for.

Kl 8-1 dlfkfkimis B rJ7

AR IIRF A2

o JRFEMBARE, WHEE LKA,

o URFSMGRER AU, Kikin R ERIE P B 48 B % BT
o HEANHIAT ARERS NN BB H ZH #E 4

o SENTEELSREGE, RVFEMEWI G KA.
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> HIFHE
1. ZH#% P bt

HR¥E IANA (Internet Assigned Numbers Authority, KEFM g5 RN RE) e, HEHRSCH 1P
Hhhik (R D 2% 1P thtik, 414% IP HhhEyu L2 224.0.0.0~239.255.255.255, H i, JLAMERIRALHE IP
ik B L A s R

HIEHIEE L

224.0.0.0~224.0.0.255 % H PSR I R R A N A BN 4 4 B U O B bl
224.0.1.0~224.0.1.255 WM

239.0.0.0~239.255.255.255 | Jdsk[ Py A A Ik, ASBEA T internet

# 8-1 HFRIALHE 1P Huhh B
2.  ZHF% MAC Huik

PIOK ML B 3% 1P 4RSI, H ) MAC Ul A2 F U 1 MAC Mk (HZ LS i i
SO, AR% HARAN R — A BARIRRCE, TR — M ERAAEE A, PrUHR R AR MAC i
HEVE H I bE, 28 MAC bk g — 241 MAC Hidik.

IANA #1152, ZH4% MAC Hibik ()75 24bit £7 52 LL 01-00-5E JF3k, 1% 23bit A4H#% IP Hibik 4% 23bit,
WL o R WP 8-2 Fin:

| |
0 7 15 23 31
32-bit IPva  [1110 : |
address |
23-bit [
5bits | -
MAC Aderess ! ¥ mapping y
I
00000001 | 00000000 |0101 | 1110 |0,

T
01 — 00 — bE

K 8-2 IPv4 ZHH% MAC il FIZHFE 1P Huhik ()% B ok &R

BT IP HFE L5 4bit & 1110, AriR T HRRA, WK 28bit F A5 23bit 4L £ ZH % MAC it
bk B, IXEE 1P A bbbt & Shit WA, MWL T 32 4 IP A% bk 2 [F — MAC i
Wt B4

> HEHhER

AEHAAE 5 e 2R N R ARGE R I ROR AT . ol T AL IR AR A RS L VLAN A&k, DRIt
FEHLIER A5E — B0 702 VLAN ID, 45 il Rt G, #iodis 60 R REAE R e 1 T 7E /1 VLAN
WHER o AR IE RS L 1 i AN — A, T — 4 D503 . SR Ba T, S HUAR B 21 1%
Kot i) H AL IR RE LR, WORE AR R P A A BN A H WAk e
&, B RRCGm HRTE VLAN WA 3 0 BRI REE IR B N A2 H . T H st hk % 2
— i R, TRAHNIEIR AN AR EE R R B 1, AT S8 AL B e e . kb
e — g A 8-3 o

| VLANID | #igp | O |
4 8-3 AL R
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> IGMP fiitHr

WA &% rb i M LIRS K% IGMP (Internet Group Management Protocol, B¢ MIZHE BRI R ST
AT % F 2 IS N (BES ) AR, 4 LR RSB AEARR SRR L T RE, TpL ok
HIFBAR KRG T L. IGMP i (IGMP Snooping) & 4IEZIARHLE], 4T IGMP il A2 el
I AT A4 HT A5 RS 2% 2 1632 T IGMP 7SR AN I ZH AR 4L, T AT DUA 2]
A B TE I 2%

8.1 IGMP fiitFr

> IGMP it ) TAEE 2

AT P NS B 2 2 (B IAZH IGMP #1750,  BREFAHIE(E B A IL G 0 4380
W7 3 B 1A 2% B A R AR R OC (IGMP Report) B, A B LA 20 FUIAN 23k b s 42
BHLATIT B EHL R ZE BB IR SC (IGMP Leave) I, % H1 2% 45 & 3% 1% 3 11 5 5 40 75 0 917 S
(Group-Specific Query), #ibAHE TN EXHRE, WP FEIRRERSC, # 5H 8 BCR 2T
FHLRIEIRL, A2 BB %0 ENZE R bR A IR . 6 e 28 2 e I R B SC (IGMP Query),
AN RN B IR SCSE, WA — & HIET B] B N B YR ENLIR 0, (B X% 1 A2 iE =
il

> IGMP #3¢
AT T IGMP AU (A AL A [FIZE AL IGMP $SC IR BE 79500 F o
1. iR (IGMP Query)

IS A, O] 23 D aE B A TR SRRy e AL A R OC . % R A E N R s A RO, BLEE i
Z B R BRI R . B AR IR IGMP TR SCE, il e i 2 AR 2H R ik
IGMP 5@ AL HRC, ALK AR SCR A, DARE 20 1 2 0 AR AL A L e 4L 57

oF T3 AR L, A EL RSO VLAN Y el 11 DAA e e, FEx el
IS AR S PR AR R ety A& O % el 2 11, DUDKS i N ph 2% 1 712, )3 FH 4% |
Aty VT R] s Gn SRR U B E a1, U B B P A A TR

Wb TR e A VIR S, AT N LT ) o 2 v O AL 2L A R R . IGMIP R e L B IR O

2. ML (IGMP Report)

HENURH, 2HEHUAE SIS — R4 0 1% b 28 2 RS2 11 oL B P2 AL R S

EWL R IGMP #R A5 HR eIy, AZ BB R SCE T VLAN N BB 28 im 8k 25, R ANiZAR S
FEAT HE FENLE NN R A bk, X Z AR SRR 1 ORI Ab B o SRRy 1 A2 T B I iy
F, PR N B ZH G bbb e b, 5 2 11 0 ol 0 g 11 RS TRD s 2 SR Bty 11 42 TH s o 11, D)
T 32 EE B Al vty AT

3. BJFRC (IGMP Leave)

IZ4T IGMPVL [ BN TR R BT A2 K% IGMP B IR,  PRAS e WL TG S R 3R 5 WL TR
ZHELHE, BT ENEITHBHE AR IGMP RIS, BRI 24 H 0 R (1 B G S 1 s a]
B e, A AL 2 %0 M N R 2H A kR vRIBR . 1247 IGMPV2 8¢ IGMPV3 [ ENL T 4H %
My, 2@t ki IGMP BT C, DB #E S 2% B OB 7 AN %4 .

MM TE— 5t URE] IGMP E R SCH, AT #fA kg 0 F e Bk a e d ik A e, il
I Sty 1 5 R 8 A AR SC, AR i B R O ity 1 B[RRI 8, B s S i () ) J 22
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UK s MR L ) 2L Rt 3 P B o G SR BA 0 s 1 5 LR 2 o B0 e A AE, T
P BEA AR AR -

> IGMP £l fIEE AN

1. AR

B AN O (Router Port): A2 3uA L iZe 4t i 2H B 80 4% 1 i 1
FANGH (Member Port):  AZ3Al b 3% He 20 7R 2H R O 1 o 11
2. AHSCERS A

B b AR DU TR) . X B APy, SRS L B A e 85 o RS R B IR OC, A B s i
KA. BRAAE 300 7

BRI ¥ RIS BORF ), S SRS M B s e B 25 105, A B LA
FHBT ZHRH. BN 260 1.

BETTHE R IA) . A AL R B TR B A B A2 M L 11 AL 328 2E 54 ) 1) B ek ) o BRAA 1 o
AINGEEIERARE . OS5, VLAN SEHERE VLAN VU E T .

8.1.1 EARE
it B AR5 HOLIG IGMP MINTThRE, 26 B4 AT E IGMP (1T7 K4 R DAL R A 6254

U RAZ A R AR R A R IR Y, 2 HIEEEE 2 /E VLAN )3 432 #LR R
SRR SC RTINS, ACHHUL B A E A R L2 T A B EER RO, 20K bR sC R 5, AT
TEWRE, IR ARGHCERR, ERE LI B %6 .

BEARER T HBEEE>>IGMP il >>E KK E
HEEEE
|GMPI : O BR® mm

= - ?EK
REEET: 0 ©® BE O Ex

IGMPmIT{EE
ik o]
=V=E g
2 BRRIVLAN
| Bz | | zmmn |
FE:

HEFE . w028 . VLANSSERTSH . IGMPEIFARE S -
8-4 FEAMRE

FHNA:

> ImOECE
IGMP {517 : MR TS B RS HALI IGMP T Tt o
RENHIZRC: SEPEACHAUNT AL AR SC (¥ AL T 12
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> IGMP flilff5 8
ik 7R IGMP W A B B350
AR ST 7N B T B IO K
8.1.2 i A2 ¥

FEML TR AT LA 5 F B4 FH ot 1 IGMP Ty T RE RN DU 25 FF Th g o
BEARE KT ARBEEE>>IGMP filr>>% D24

imOEE
%0
#E iw IGMP{HIT R H TG LAG
] BE v HE v
[l 1 B4 E2 gz LAGT
[ 2 & E= 4z LAGT ~
I 3 E= 15 £ LAG1
O 4 E23] TH
O 5 EH =i
O 6 EH EH
O 7 E=45 H
O 8 A =42
O 9 EH EH
O 10 =45 2H
O 11 A =42 v
O 12 £33 =4
[ #% | [ #=on |
K 8-5 154k
% HNH
> WOsH
i R <G EESTREE, AARYE P 15, PRI AE N .
B A2k B BCE i L IGMP (0T ThRE, A 20k,
¥ . R ML 5 .
IGMP ity : EPEZ i 27 A H IGMP i Zhag .
POE B FF D RE Y3 R SR S DR, AL E] IGMP B FFHoC, EE
1%k 1 M 2E P I B o
LAG: NG 24 HTFT S R SR A .
AAix.
® i D AR T oh 6 R BB = AL X IGMPV2 5 v3 B A

LREAEF ARG AAABRXEFASREARTEOERLT, WREXE RO THEANAAF, —
MRPHEREET, Aa kA —AFHTELER P EEL S P,
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8.1.3 VLAN &%

IGMP W7 i 2 57 2H A% 42 5 1 VLAN T3R80, ANER VLAN 7] L EAFE I IGMP 240, A&
TH TR E S VLAN () IGMP iy 244 .

HARER A HIBEE>>IGMP ir>>VLAN 33

VLANER
WVLAMID = 1-4094)
e e o CIRE B 60-600, % 1 300)
A RimOIRTE B € G0-G00, HEFF: 260D i
ERERE BoC1-30, #EF D
BERERD CHEE  126.8)
VLANURE
VLAN ID
& VLANID  BReHSRERCIATIE] FE Rim R E] & fREE b e a3
O
[(®% | [ 8% | [ #8 |
HE:

VL ANTIRE B RRT » SRR .

FHAH:

>

VLAN &3

VLAN ID:
B Eh1 2% 3 1 B R -

F3 5 3 1 B

S T i T«

BB g .
VLAN %3
VLAN ID #&$%:
privk=

VLAN ID:

% B 88 3 1 A«
J3 53 iy 1 B«
P T 5 I ]«

K 8-6 VLAN %%

HE 5 H IGMP il ZhaEer VLAN ID.

FEFT N B P, 0 RSB BAT IS b o o SO BRI O, 3
WIS H &3 2R3 HEFF 300 A

FEFT BN R P, A0 R AL BAT MBS 53 o 1R B 5 0L, At
R A S R R HERF 260 7).

FEALA 3K B FF AR LR AE AT 2% WL 11 D226 2 ) i £ [ o i
[E1 i

HEHSIE R b &m I, ZHTHRIMaEEr M.,

<G FE>{REE, AIARYE BT VLAN ID, PRodE 4R VLAN 2% H .
)ik HECE VLAN 25, A £k,

7% VLAN ID.,

7R VLAN #8511 1]

7% VLAN FR B 5 3 11 A)

78 VLAN )3 T i s 18]
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2% EH A% o 1« 7R VLAN 5% B a3 ity 11
ER:
248 & VLAN T 68 2 A i, A TUEVED B 4 & %K.
A B D IR:
PR | BE L)
1 | J5H IGMP i Thk Wk e, EHIREESSIGMP MIF>>EARE . 3ROSR

17, Ji ALK IGMP A0ty DhRE A5 1) IGMP ity ThRg

2 | Bid & VLAN HAHESH AERME . FHBEESSIGMP BIT>>VLAN S350, A
B %A VLAN e B2 3ES50.

B EHEZHN VLAN, ZoR A EZ VLAN BT IGMP
W ThfE, B4i% VLAN AR RR 2 1

8.1.4 #H#% VLAN
T A e (AR RT3, AT AR A VLAN [ PN ] — LB 2, LR IK Syt
AL G IR T VLAN S8 355 5 — G AR . X REIOZIR B 7 30, TR T KR .

i PG B2 VLAN, AT DU R AR A e L 3 ) L 45 A2 L AR 3 AN B 2H3% VLAN A, SEANF] VLAN
TR P 3EH AN A% VIAN Sl 4k it Ak sics AR 418 VLAN A EEAT (R, =548 1
%o RIS E T8 VLAN 535581 VLAN 582 [ B, 22l 5 #45 LURIIE .

Wi B 2H4% VLAN 20, 7%7E 802.1Q VLAN Ihfighb HisEHE & — /> VLAN fERZ13% VLAN, 354
MRS NN VLAN . 2H3% VLAN B R, 7F VLAN 2300 oA H e VLAN Bt & %S5
B, BIAREIEAS FE I R 4% VLAN LA HE VLAN % .

HANRE R TE: ARBREHE>>IGMP fiiir>>4#% VLAN

SHiEVLAN
SEBEVL AN @ O BRA © =M
VLAN D : ( 2-4094)
i e =g R AT e B 50-600 . HEFEI008) it
R RO - # € 50-600 » HEF2608)
B HEGETE B C1-30, FEFHRD
B eRO - CHEha s 1-3,6,82
HE:
1. BEETEHBVLAN 5 » FRERNIGNPIR I e VLANM A .
2. WA VLANBCE T mrohiin ORI VL ANBIRALE » VL AN BEERIET.

8-7 4%k VLAN

R

TN E ﬁ]ﬂ M
> #H#H VLAN
ZH & VLAN: PR T A 4L VLAN.
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VLAN ID: 5 4% VLAN [ VLAN ID.
% EH A% S T B JA] « TEFTBERSTEIY, W SRAZ WM LA MBS 23 o D 2 i B B e, wit
N IZ 6 g8 i 8. #EFE 300 #b .
% 52 S T B ] < TEFTBERSTRIY,  an SRAZ WM LA M 03 o B2 IS B 2 4 S, FA
NN T R HERE 260 Fb.
BT JE B IA] AL B TR S B A8 B LA 2% 32 M Ui 11 L 338 4 v 0D 154 114D i) o st
B, HHEFE 17,
BB HN HEHSIE KRR, ZHTHIMEERMNZE G,
Az
o EmBiw oM ELE VLAN B, TN & R 0 Tk ZEEKIE.
® 0 Zi4E 802.1Q VLAN I gE AL 5T i K AR X VLAN BHEECE, 44 VLAN 4 8 E %84T,
® ZH#% VLAN 8k 7o 0 By 0 XA 4% 4 GENERAL.
o 4# VLAN F ¥ H &R oMo XALMEE H TRUNK s 2 H 0 #H N A% tag”#y
GENERAL 357 0, % N4 4% VLAN 7 &9 BT & 89 40 3 ik 513 0 40 70 v Bk B A % 203 .
® Uz 744 VLAN B, A IGMP X3 R 744 VLAN AR E,
Mt & DR
S | Bk i B
1 | J5H IGMP il ohfg DAIEAERAE . EHIZEESSIGMP i >>EAR E | 3w 0S¥,
Ja FAZ #HLET IGMP it Zh e Al 1) IGMP {5t ir ThRE
2 | GIEARE VLAN WikiEfE. 7F VLAN>>802.1Q VLAN IhRgkt, 6%4H#% VLAN,
B A R 5 v RN % i 2% 3m U i% VLAN H,
o it B Ak G 1y 1126 %Yy GENERAL.
o it B B phyu s 12880y TRUNK BH TR A5 tag” i
GENERAL.
3 | FLEARE VLAN K133 | AldkilE. S NHIBEHE>>IGMP flilF>>2H$#% VLAN TiHE, B
ZHH%E VLAN FHIC B 27 VLAN HIES .
I 1) 2 B WU ERAE
4 | BAEREFEN I E R, ME IS ES>IGMP il >>EE AR B 71 i 4 1T
JA ) VLAN 2% H &b, 2R 2H4% VLAN () VLAN ID.
ZH N -
>  HMFER

ZH AR L I R A R AR AR, ZHIR R I AT ey Lt i e B P A R P B
BEEH7S: WAN O 5HEIEAHE; LAN D528y ZE, Hisid VLANS 5 R 53 .

ML w3 S thgsAE, Hidid VLAN3 A EdE: w4 5HP A %, Hilid VLAN4
HORBAE, W05 5 B ME, HiBid VLANS K ¥k .
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R A: 538300 1 4 AHE.
P B: 5L 1 5 A,
BB ZHH% VLAN, fEH P A FIH P B il 4% VLAN HIc 4 7% 5

> HMWE
@
IR
1
,".‘\'.jl 14
VAN
HAA
> HEILE
Bic B A b L :
TR | B VLA
1 | 6% VLAN 7E VLAN>>802.1Q VLAN Ijfgkt, 6 VLAN3. 4.5, 3K VLAN3
HIIA I S N HHE VLAN”,
2 | FeE e 7 VLAN>>802.1Q VLAN IfjfE4t .
Fe B w1 3 i 12880 GENERAL, HI#] TAG, FfFinA
VLAN3. 4. 5,
P o 1 4 [ 1287 R GENERAL, H H1EUN] UNTAG, FEmA
VLAN3. 4 1,
FCE o 1 5 [ 1257 % GENERAL, H H1EU] UNTAG, FEmA
VLAN3., 5 1,
3 | B IGMG fiily TEHIBEES>SIGMP T >>FEAR B 7, JoH IGMP T hge.
EHIBEESSIGMP flilr>>s A28 m, JBAmD 3. 4. 5 1
IGMP il Ih e
4 | JBH4$E VLAN TEHIB BB SSIGMP i >>2H 3% VLAN T, 545k VLAN, 3+
fic & 204 VLAN ) VLAN ID &y 3, H'e By FHERAE .
5 | &M VLAN TEHIBEHE>SIGMP T >>FEAEE & 71 , “IGMP i {5 874k, “E2

Ja R B 7S~ A 3. 4. 5, “CUB H VLAN S RN 3.
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8.1.5 IGMP At

IGAP (Internet Group membership Authentication Protocol, IGMP AIEHM) J& B NIEEML,
TEREAZIE AT LU 753 420 31 75 Bk F P 44 KB R IAIE i 2 AR 2H BE5
BANTE R A% ABEE>>IGMP fir>>4#% VLAN

HEEES
IGMPAEHE5: BR Y [ f2=r
IGMPIASE
i
i imE IGMPIAIE LAG
B v
1 = .
2 = .
3 £ .
4 =3 -
5 £ .
& £ .
7 £ .
8 £ .
9 = .
10 £ .
11 £ .
12 =33 — -
E=ERETR
K] 8-8 414k IGMP AilE
& H A
> HEAWE
IGMP AIETH % WP JE A B IGMP AAIE T 2 ThRE
> WO
i %k it EPEY ¥ietgd, vrRRHE Prag 5, PRisde B N 11
prirte 3 A% B L E i T IGMP YUEE L, Al £k,
- m R ML 5 5
IGMP AiE: HEZ 28 H IGMP AGE.
LAG: SR SR E R A

102



WERZENL T

8.2 AfkHibtE

FEM L, A5 BAWCE W OIS B T RO AR AL, S LR e A 2 i I e AR A AL b 3ok
BEAT I ASThAE O IE IR B A1 ER A MO R 3 T B 0TI .

8.2.1 #ihtR B
FEATUAT LLEE 8 B8 WL p EL 17 15 1 TG AR M i 2615 5L
HEATER T AR>S AR>S iR BoR

TR
[0 sigP: CREFEH T 22500.1)
[ wLANID: ( 1-4094) B
O &O:
[0 Hhr2iesd : il 5 Ehas
SHIBIPFE
$HIEIP VLAN 1D it Hutl2teR

[ m# | [ %8 |

HEiHEIPEE 0

8-8 Mtk IR

BN
BrikE
A% P: WH A B RO E AR 1P bk E
VLAN ID: PR A% H # A5 1) VLAN ID {5 8.
imp R EHRKHFLE LS,
HihE SR . ﬁ%ﬁﬁ&%ﬁ%@@%ﬂm%iﬁ%o
o Aill: WURATARHNEER K
.%&:mmﬁﬁﬁ%mmﬁ%ﬁo
o I WURANEHMEIERKHE .
> A/ PR
Hek IP: BoRHFE 1P Hidk.
VLAN ID: BN HFELR B VLAN ID.
RN SRR LI e 3 1
itk <2 BRYLE P AL
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8.2.2 BAHbER

AR AR AR IE N IGMP il 23 2, A2l R4 AR IR, T2 de i
IZHARAL, 7T DASR e A% ot o F 1 n 22 4=k

BATER 7% AREE>>HR M R>>F SR

#hes
HIEIP : CREh s 225.001)
WLAM D - { 1-4094 )
il
RO CHERA T 1-3,62)
BHEH
BT : 28 v =
BEEEIPE
HEEE iHAEIP WLARM 1D FEimO
EEETERETD
LEiEeSiEEIPS% 0
K 8-9 FrHuhlFE
% H A
> FiE%H
HI% IP: HEFSY e AR 1P bk,
VLAN ID: SR 1P XN VLAN ID.
RO WS HRE P % KimH .
> BREKH
EFRIEIN: IRPEERAS AR 1P RAEMN, ATPAPE AR BT R4 H .

o . WURAHERSHNE IP KKH.

o HIFIP: WEMERAHTESIILMS P HILEE.
e VLANID: wEMELFEHFLEN VLANID (5 L.
o Uil 1ID: WEAEIAH TS M.

> BNEF PR

HFE: )ik ok BT INBR, AT 2k,
HA% P: IRGRE MR 1P bk
VLAN ID: ERRRANS B VLAN 1D
BRWA: R R I R
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8.3 HIFTIE

FEJR M T IGMP it Dhfig ), &nT BB Ao BARRIEIE, SRR H BEINA AL LV L T
BRI o LT R R o AT RE LA I 8 bk i 5 Y 4 4T L DT

8.3.1 i yEHh bt
AT R B 7 B e R Rk B
BNk, AR S > it v >>it u it

#esg
EiEHAEID - 1-3m
HEigsHIE P - CHEH: 2250012 =
sETREHAEIP - CHEEA: 225001
S
SYEHEID
it TEEHIAEID FEIEEIEIP SETRIHIEIP
O
[ 8z | [ mRz | | %8 |
MEEE S 0
8-10 i yEht
& HAH:
FE%HE
BURY::3: (03Il | DY HE R ID 5.
RIGHFE 1P: HE L B LR 21 37 1P bk,
LA IP: G by bk B 25 R 1R 1P bk,
> SEHbhESR
PEHEHE 1D Ve m<iEFES¥REE, FIARYE TR R hE 1D 5, PUEEKKH .
prirtic 33 A2k B AT MR SUE SO e Ya R, AT 2 k.
BURY::3: (03Il | DY SR pEsbE ID 5.
IR P: TR e hE B AR IR I 1P Hhk.
LA R IP: SR I i B A 5 A% 1P bk
8.3.2 W T3k

A5 TP SR B AZ B L% s 1 LR e
BEANTUE K 7% HBREE>>HRIT IR >> 0y H iy
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AR
O

= iTiE EhtEIE, SRR e 1D ) BEMASEMEE LA

O TR v R v

O 1 =22 fRAF — 255 — =

O 2 = Fiid - 258 .

O 3 =K FREF s 256 —

O 4 = Fii% = 256 —

O 5 =22 fRiF — 256 —

O & fod | Fiid - 258 —

O 7 =H FREF s 256 —

O 8 = it - 2565 .

O ] E=g:2) i — 256 —

O 10 = it - 256 .

O 11 iz 23] FREF s 256 —

O 12 =2 st - e - -

e
8-11 i L
% HAH:
> SO E
i % ¢ ri <G FESTRRE, AR P S, PRIEE AR R .
- A) 1% 4% H i B i 0 AR L R ThRE, T2k,
b Amp TR HH LR 5 .
FMERER: PR bl & sk e bk Y i, RS2 LG L e b 3 K
o W HAHAMEHNE T iEMAEVEEIR, 4 AbFEHREHR .
o HEZL: AP R HUAEANTE I S Y Rl Y A4S

22 1D U 15311 BC B 1% 1 75 B4 ek pE sk 1D 5.
BREIMANAEAH A PR B 2 NN AR A B H Rt G B g 11 S 4R IS 2 98 .
LAG R 24 HTFTE SR A .

8.4 WGt

FEATUR] DL S bl &% 1 AL RO EE B, T M T IGMP 4Rk 3.
BANTEK 7% AREE>>W IR T>>WMIG T
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=Rl
ERLE O BRA ® =A e
Rl EIRA - L 3-300)
IGMPIRI4nit
s
| HiafRir RERITN) EEERIVZ REERIVI) BRI FEImIRIL
1 0 0 1] 0 0 1]
2 0 0 ] 0 0 ]
3 0 0 0 0 0 0
4 0 0 1] 0 0 1]
L] "] 0 1] 0 0 1]
G 0 0 1] 0 0 1]
7 0 0 0 0 0 0
3 0 0 1] 0 0 1]
g 0 0 ] 0 0 ]
10 0 0 0 0 0 0
[ mws | [ B2 | #% |
K 8-12 41t
% H AN
> B3R
EElHIE TS B AR e .
il 3557 P& 348 « S E S A A
> IGMP X4
W % . mi<ik B TEE, IARYE B S, DR A R 1
WO BRI
BRSO S s R ) AR ST B H
HEWIL(VI): TR TR IGMPVL 35 RS I%E -
|EHRIT(V2): TR IR IGMPV2 ARSI E -
HMEWIL(VI): R TR IGMPY3 AR SCI%E -
BRI 71w RO ) B PR ST I8 H
R : B BRI F R AR SR B E .

8.5 IGMP Ziif) 2

IGMP #ifj 83 7E R ML e Mg thas iME M, EREW E N RIEEIIRGL, R & RE 5
BRI 2 A SRR AR AR T

BEARHEK T HBEHE>>IGMP Hij#>>E &
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W

>

HiHSEEHEE
VLAN ID: (1-4094}
BRAEREER: 60 b (1-3000
BR8] 10 (1253
EFEEIP: 192.168.0.1 (FEEhA: 192.168.0.1) 0
HEAERER: 1 (15}
HeE TR 2 (1-5)
R EIP: 192.168.0.1 (#Fzh: 192.168.0.1)
EileEbE
VLANID
#E VLANID BAESATHEERE SAEREEE  BEEREEP  EATEENE RERTEs HELERIP
[
(8= | (W | [ =8
FHE:

1. —PVLANS R I—EilE -

2. EREEESEINE AR

EPAE
BHESHTE
VLAN ID:

B AW RG:
= LIV

AR IP:

R HEHIERE:

R JAERKE:

Ree IR 1P:

EiRFIR
VLAN ID #%$%:
prirkc

K 8-13 IGMP Zrifj s

ZEHUH T % E )5 IGMP Snooping £ il #1 VLAN ID.

ZZHH T % E IGMP Snooping i #% & 2618 H A & i ikoc i 2
i [H]F, IGMP Snooping £ 1) #5-14 HR4 14 & B 145 %2 VLAN ID &
%308 F H A IR

SN TR E RS RO R (], ARIE AR SOE, &
£ BB R Y BCA R S 3RS0, WA %3m R 4L RR AL R 5 -

ZEHH T % E IGMP Snooping 7 ] £ & 1% 318 Fl 4 A R SC K5
IP Hihik, HhEASGER B VARG 1P Ml 4% 1P Mk,

ZEHH T % E IGMP Snooping 7] 2§ & 1% 47 & 2 A kS0 A
W E G . EWRIBE TR S, IGMP Snooping 7 1) #5: M4 1% {1 &
S e AT 1 8 T S ) 1 3 R o 2 AT RS

ZZHH T % E IGMP Snooping 5 8% & 55 € & ko c s
WRE. FEWRIE IR S, IGMP Snooping 25 ) 284 [ 320 31 5
FEHR SR 1 ROE R 8 B W ST, a0 RAEIA 48 € KIE IR E 2 Bl
SRR RS, BRSO AT A% H P A R s 11, [R5 1R
EAB RS RIS, W e 4 B R SR IR IR BUL BIHE 2 R i%
A, BRI S RO, PR 2% T ZH R4 % vty 1A B o

ZSHH T % E IGMP Snooping £ #% & 255 € 4 & R SC R
IP ht, HihbASEE & E AR P HhEF 5% 1P Motk

mdr<ikPE>fir, TIHEE T VLAN ID, P aik i g H .
Rk HEE RS, ik,
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VLAN ID:

B ARG

- SN LIVAR T
AP 1P

ReE A B IARE:
e HERKE:

e HIE P:

i7~ VLAN ID.

W B I8 AL A B .

TR A A ) S ORI LI ]
W B I8 AL 1P

TR AR IS E A AW RN .
TR A AR IS E A AW

WA R E LR 1P,
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FoE RERE

RS R F TR B S AR e KBS, A S M N A FE TR, R AR R
AR S5 B, Xty o SRV AT A AR i B, AT ER AL B i B A M IR 5 1A5, 45 QoS BLE . ME
D) ZIEE VLAN =N E45 .

9.1 QoS EEE

QoS(Quality of Service RIJIr 55 i &) D fig FH LABE i W9 £ AL S it T S, At v Jod 2 R ) 488 iR 55 AR 6
TEAESEI 1P W2, B R SO TG XN S5 R e, 48R K55 7 (Best-Effort) Ki%fk
N, EXTAFRE. A EE R RE AN RE SRR ATRIE . FEREE AR . BRI GEE R, 1P M
TEBLAE I www, FTP, E-mail £8 I %5 (80 b, 8RR 2 & 358 T 2 Bl E 1 S il &1, 1T
FEACE AR FE PIALHIESE, TREAOL S R IR ZE . AR AE . it B R RHARE.
R, S SRS SR AN F IR S T (QOS)A Internet % fi ) B ZEHk K

HH TN QoS, AT B AN L% M AR, NHIRBA RIS R, s gt T FAlOE,
DR TR, PEARARSCARIE N SE S SR 8055 . RIFEAT SEA TR G OL R, XM AR 55 i
P 98 B JE A — > P

> QoS TiEFEH

AL BN B AEN OB BOH B SEAT 028, ARG A8 H B BOREAS [RS8 3 1 it i e 2UAS (R 18 e
e RBAF 5 5 S A 1 PEE AR 2XOR R s AN R IR e 2 BA A7 ) Kt B e 2 10 75 3, AN SEEL T QoS Thifie -

SRR F AT
{5t k1)

o= |
L E PR TR L ceeeT) ;i W (R S
o= A //mﬂjf' i1
ettt — — = -, s ()@
G & oY /
e BN »
\\\
EEE
\ e T R e e
v A PSR 7]
R332k A i S

K 9-1 QoS T.1k /5
® RS0 KPR UL LR R A H X R

® Wt AT DMRIEA ST, R NS BRSO BN R AR e B . ARTE L
PRAL =R RS A BT %k, 802.1P f5: 4RI DSCP 52K .

®  BABIVARE: IZIHIERS, AR k2 PO L RIS 38 e FH W YR () R0, 3 SR FH A B
INCMERE . AR AL T POR RS, o AR AR e =t (SPD. A i e 4k
B3 (WRR). SP+WRR LA A (Equ).
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> REFHER

ASEHH AT T I I ISEZ . IEEE 802.1P HL5eZ4 Al DSCP fitad =i, HrhdkTim Lk
FARFNBIR R, HEPIR e gusan] ik s,

1. FTumH Rtk

s AL R At L — AN R MEE, AEBRE 1 im DI gE, BRI SR A O CoS HM L&
802.1P ' CoS FIBASI 2 [] f¥I R 5% 2 A 52 Bt At ) 1 BAS)

2. 802.1P {54k

Pream.| SFD | DA | SA |Type 4'@?&5 PT Data FCS

Ethernet Frame
CoS#F Ff3bit
{802.1pisEiR)

PRI CFI VLAN ID 802.1 Q/p Tag

9-2 802.1Q Fyiks =X,
WME R, & 802.1Q Tag FF#AE —> Pri e, % i =4 bit AL, BUETEHZE 0~7. 802.1P
RS st RARYE Pri (3848 K pe 5 B0 Wi (K40 26 P o 383 A2 LI i B 0 1 ) T AN [ 1) Pri 356 o
ANE IR, ZHHRIEEIE W, SHRIEEER WY Tag Y KBRS . XFT Untagged M,
RSP 2 FR 2% N s 1 P BRI 56 280 B i3 47 QoS AbFE .

3. DSCP 1564k

mmm Offset | TTL | Proto | FCS | IPSA | IP DA | Data

IPvAIR

DSE

9-3IP

WERFTR, 1P #H3CKE R ToS (Type of Service, ARZSZEAY) FBILA 8bit, #T 3/ bit R IP
RS, BUETE FLE 0~7. RFC2474 FHE LT 1P Lk ToS 3, #rz 2l DS . H+ DSCP
(Differentiated Services Codepoint, 74345 4mhid ) 562 FiZ 3/ 6 4 bit (0~5bit) FIK,
BUEIERY 0~63, J5 24> bit (6. 7bit) R rREAAL. B LI E T, 7UREAFK DS
FBO AN e, ZHPURIE IP AR, 288 1P A DS e kMg, xF T3k 1P
B, ZRHHLIFRYE =T E A 802.1P 564k LA B i B A Tag Kk e K MR R e s =K

Az

L %4 & Fl DSCP ft &b, AR ELHKE LR EHH 802.1Q Tag # = (& F Wt LR ERK.
T A Tag WEIE @, AF 802.1P ft &% ; & WA Fswm D% . %4 /8H DSCP &% e,
Rk aZ IP &, N5 DSCP #h4£%; T4 IP &, wEKEDHH Tag N 5 F 802.1P
HEF, BN O ER.
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> AR

TEM 25 P FEIT, 3885 R FH RA B 8 B2 SR i o 22 A B4 i R I 5 A FH B2 R i) . AR AL AL ST T
8 MABEBAFI—TCO 2] TC7, H - TCO Xf Mg A& IBAF, TC7 % L2 m ik e H I EA . [F)
I, AL T DR R FER R, 2 A& AR e izl (SP) IR AR e A= (WRRD,
SP+WRR #AF LA e H i (Equ).

1. SP-Mode: f™#&fLseZtist. SP AR B SRR ML S b8 4 ATt oo G dee e (¥ Kcdia ot
e AR W iR K e R, BRI AL S R B . A HHLAT 8 A T AS,
KX TCO-TC7, f£ SP BRI AT LS Kk T i, TC7 A fmifiised. SP A
BRpie, FEPNZERAR, WRERIL S B A A RS E, A AR S BN A1 i i
SOz AR AS B R 55 1 TR AE”

STl e st A
PLsea 3]
Gl e | |
R YT oy
- @ @@ \ //@ﬂﬁzif i
Gﬁﬁdﬁ m S wz@@@g
- N e/
\\Emmﬂ
o kaidode
sy T

K 9-4 s gt

2. WRR-Mode: WRR flt /e 55 . WRR #5511 1 2 5092502 72 A B 2 (A1 45 AN R LA b A TR R 2
PLERIEREAN BA A #0453 — 52 1 RS I 1) o AU s SRV IR L B . WRR BAFI8E G TSR H
SP 1 FEHRAR S 2 Hh R SC AT RE I TR 1S AN 30 AR 45 1R A, JF HLESR 2 AN A SR FE 40 i AT
(1), AT R BABAS A ] 52 1) 20 FC AR 25 B 18], A SR A o 2 ) 5y e e N —ANBABIE S, IX
FERT LTS 23R A 95 % U . TCO-TC7 MIERIAMY E EL 2 1:2:4:8:16:32:64:127 .

R SCHEI A A7)

AR SE LB
ceee IREIE
i TCO-TCIPYA~BAA PR S 4
J‘iﬁiﬂtﬁ‘l—lﬂ’d%ﬁi ‘ ‘ Bal: 2: 4: SHLLTwbE: &
- @ @ @ : - t

@ @ @

GGGGGN<:ﬂmeTﬂDOG

Glales 10 | |

_ WRR-Mode
Worsrzs ToA 47 1% i

(BCRLE A TCOTCTTC2TC3=1:2:4:8)

K 9-5 WRR I Szt =
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3. SP+WRR-Mode: SP+WRR e, XM M NriR G . EXMsT, &
BHURGE T AL, 23502 SP AT WRR 4. Hrh SP 4HF1 WRR 2H 2 [a) 3705 (1) 2 ™+ 1
SRR, T WRR ZH N EBBASEAE & WRR B, EiZREHT TC7 )BT SP
4; TCO~TC6 J& T WRR 41, tHE L/ 1:2:4:8:16:32:64 . X FELE BRI 5 15 5642 TC7 %8
SP H AR A E 5 AT, SR WRR A TCO~TC6 # A E L 1:2:4:8:16:32:64
G o

4. Equ-Mode: LMz, XFER B BASIA 1) &5 A v, S2br BiX @ WRR AR ) —
RIS, FTA A FIAE B2 1:1:1:1:1:1:10

AAZHMLELIL T R T 0. HET 802.1P FiZE T DSCP ) =i s g Asi 2 DL Az DU A BAF1) 3 B A =X
Ui 5628 LA CoS 0,C0S1...CoS 7 #~. QoS fit B Ift % DAL E . 802.1P/CoS BL4t. DSCP
B S3 0 BA B R B AR = DY A i L DT

9.1.1 IR E
AR BT T, W DT T DR E
HARERE: B R E>>QoS RE>>¥ HRE

iR R
P

El
O

(s LAG

TCO|v|
TCO LAG1
TCO LAG1
TCO LAG1
TCO -
TCO -
TCO -
TCO -
TCO -
TCO -
TCO -
TCO -
TCO -

L= | @8 |

LT = - - B = R I S S

Y
(=]

Oo0oOooooooooon

iy
Fd

HE-
{FBEMTCO . TCI1L.TCTd: #=idA . ETRiRDES-

K 9-6 AN E
FHAA:
> ImARGEHKECE

priik= /) e VL B S AR Se 2k, AT 23k
i s BORZEHALE Y E I 1

R e B ity 1 PR P SR AR e S 1
LAG: 7R T T @ ) LAG 4.
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W & 0 BR:
ST | BE L
1| d&$Fm Ot Wikt . FERRSSRE>>Q0S AL E >>¥m M AL & v 1
B e
2| R Wik EAE. ARG R E>>Q0S HE>>BAFHEHNK
DI v A R

9.1.2 802.1P/CoS M4

7E802.1PHC & Vi T+, AJ AL B 802.1PfIt 5t . 802.1P*+802.1Q tag [IPri- B kAT T 1 X, F
FiZ 7 BonT LU B X1 2 8N e 2 - FFJE 802 AP e 2K & » A ¥ HUAR 8 B A /2 75 717 45 802.1Q
tag >k BT F AR e i, X T AtagMEdR 6, M AH802. 1P ed: 75 W B FH o AR Se 2

HATE R REEE>>QoS AL E >>802.1P/CoS BT
BOZ AP FbEIE

802.1P{fi5iR: O @ ® = B3

Tag5 CoSTILE ORA R HEH

Tag-id/CoS-id: V] RABITC-id: ~]
Tag-id/CoS-id BABITC-id Tag-id/CoS-id FABITC-id
0 TC2 1 TCA
2 TCO 3 TC3
4 TC4 5 TCA
i} TCa T TCT
[ #% | | & |
FE:

PABITC-d TCO. TC1. . TCTeh: #isridA . ETITkHES-
9-7 802.1P flL5c4%

FHE4:
> 802.1P fRAeHEE

802.1P {54 R E H 802.1P Lotk .
> tag 5 CoS 3| ORAFIBH AL B

Tag-id/CoS-id: |IEEE802.1P Pl LB E 1) 8 ML SE .
FA%1 TC-id: Xof AN [F) S AR Je e BA B L TCO,TCA...TC7 3o
W &
BR] | BiE iEH
1 | BH 802.1P 154k WIERRLE . iRSSRE>>Qo0S ELE>>802.1P/CoS Hit T [
F1i1) 802.1P RS KELE LS a7, mdi<igss>.
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BB | B BB

2| BWENEHENINNBIN KR | Bkl RS RE>>QoS FLE>>802.1P/CoS BUH it
TP AR B ARM H i B IS 2 S SIS R 2R

3 | LM BikERAE. HEARSHE>>Q0S ELE>>PAFIHERA
I e B R

9.1.3 DSCP &t

7t DSCP WL Be & it 4, nILAEAT DSCP R IIC E . DSCP(DiffServ Code Point, [X4rIk%
it 1) 72 IEEE X IP ToS “FB I & 3, FIHZ T BOa] LK 1P #fsc kil 534 64 MESe4 . I 5 DSCP
A SE, R KR 1P RS, WAL A DSCP g *T3E 1P 30, S #epl)
MR 215 5 F 802.1P Mo gl UL AR MR 4 tag Re R A It e gz,

HATHE R AE: REHRE>>Qo0S BLE>>DSCP Mibt

RS
DSCPI4d: BE ¢ =R e
R E 2
DSCP: v (AR - v
DSCP R E 2R DSCP LB R
0 TS0 1 TS0
2 TCO 3 TCO
4 TCO ] TCO
G TS0 Fi TS0
2 TCH g TCH
10 TC1 11 TC1
12 TCA 13 TCA
14 TCH 15 TCH
16 TC2 17 TC2
18 TC2 14 TC2 -
E=ERER
FE:

{AMERTCO  TC1.TCT, #ixidd, £REEDHES.
K 9-8 DSCP it

R

N E ﬁ]lg H
>  RAeEZEE
DSCP 4%k TS 5 F DSCP 1 5E 4% .

115



WERZENL T

> kK
DSCP: AR 1P B DS Bk g e, UM 0 £ 63.
ek XA A S AR Se kBB . LA TCOL TC1 ... TC7 &I,
fc & DI
BB | Bk BiH

1 | 5 DSCP %%

Wik EEE. REFRE>>Q0S ELE>>DSCP B 7 [ /1)
MAFEEIERE R, Ml<dises.

2| WEMNEHESIINIMBN KR | Lkl £RFHEE>>QoS ELE>>DSCP B il

RSB R AN PR E IS S A I R &

3 | s

Dk, ARG R E>>Q0S et E >>B\FHEER
T T B R R

9.1.4 BAFIE B

TE A U AT LABEAT A ML B s e B . 76 IR AR ZE I, 3 3 S PR A\ 1) 80 P Sk i vk 22 AN B0 7 7
R 5 el FH B8 I D 100 Ao A W L AR 41 8 5 AR 510 2% A B0 R oA 370 7 o 9 e 42 i 4R SC I i R IR o
AL HALLL TCO,TC1... TC7 Fnm ARSI o

HAREBTTE: RFERE>>QoS KB >>B\FI N

HERSEE
FEET Eqju-Mode v iz
9-9 AR

FENA:
>  TAEEAEE

SP-Mode: FPERE L. RIS, Mg\ g2 G e e, R

BIEREHBNTI N G, ARSI AT A AT HE 5
WRR-Mode: s e g, R, P AR SR g B B4 e i e 43 ic

SP+WRR-Mode:

(AL E B RIS iR A . TCO 3 TC7 AALE Lol 2
1:2:4:8:16:32:64:127 .

SP+WRR 3, XFhAZI EEELAE SP A1 WRR #A 1R & . 15
AR, R AE T SP I WRR AR, Hh SP 41AN
WRR 412 6] 384 R 2 A& A S5 2 B2 RN, 177 WRR 2H 9 5B A 418
TEHE WRR AR .

EiZAERAT TC7 )& T SP 41; TCO~TC6 J& T WRR 41, A E L
& 1:2:4:8:16:32:64, TR & G & 56 TC7 #% 18 SP A=l H 5 H
Hw, ARG & WRR A 52 TCO~TC6 41 1:2:4:8:16:32:64 FLE
b= 5
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Equ-Mode: TP RIS AF S5, Fra RS
BEHZ 1:1:1:1:1:1:1:1.

9.2 REEH
I IR AL D RS R B, (RITEIZ E R IIE T, A Sl PR 2
351 L O
9.2.1 i BEF&

Y 0 42 1 0 3 S 1 R I B, A ) i 11 PR N A L0 R A i A, AT B 3 73 BE AR
28745 5 o

HAREBTTE: RERE>>HEE B >>H 5 Eh

it |
O ey
Pzt imH A OB (Kbps) O (Kbps) LAG
N 128 ] 1024 v
O 1 LAG1
I 2 gt
I 3 LAGT
I 4
I 5
I 6
I 7
I 2
I g9
I 10
I 11
N 12 v
() (3]
HE:

1.E— O AL, A RER AR ST R B -
é).] gé%gii&"$ﬂﬁﬂ"ﬂ%i§ﬁ)\lﬂﬁ.lﬂﬁ$ » BipEBihis RS Er R O/ OEEGEFT64Kbps

Kl 9-10 iy i 4% il

RAJIem

> SR
Y e % <GPSR EE, AR i S, PRI R R
ek r) 13 I CAC B3 L 98, W) 2kl ik
AR5 (bps): TE B s SRR I ) 5, TN N R SR BRI R ECE AN

FIEF T AN, WARG 2 HEhiEH S 64Kbps BEAUE AL IEE
DI\ VT G5 o A7 S FH PR 30T, D042 3 11 RO 10 3 32 1 2 U EDC
23 1N s R PR A B K 9
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H A3 % (bps): e B i 1 A A AR I A 98, TN s B Pk R e T Eh A
HIRPETFARN, W ARG 2 HEhikHES 64Kbps BE T fIL IEAF
DN H VS B o AR AR PR T, U2 1 PR H 0 O 4 ] O
2 ) 85 SRR 2O e K 96 o

LAG: o AR IR AL A AN R A R Ot e L, 2 B
NG FEIT A ZICRA R, PAORIE R —IC SR b B 1 A i 3 X
e UIHIE S (Gt

e
o EBUTEASBREME, BREAANUSERELELLK,

0 ZAUBNDOHTREOWEHEET Fal ), WRARLE7EES 64Kbps EHFHIH
BEENHEHR., Flar: B\ 1023Kbps /£ 4 H B # %, W A% 4 EHshik$ 1024Kbps 14 &
FHT B33

® b EERAEDWRRFN, B mWREERER, URIERBIER TE.

9.2.2 REHH

JR RS R IR 28 LT R T AN TR T SO SRS TS 1R R 2 G AR, E AR
PIEEAERE . | 38 XCER R P BT b Dy — S 12 75 AR AN 8] A EE SRS BIVE 224N F L. OB 2 1
R AT AR il 1 b fe PR ) R D, Mz e P BRI E )R, R0k 5
H PR A R L, AR R KB, AT ORAIE R 48 [ 1R H B AT
ARAZHHURT LA = Fg W Rt O RBE . AR, UL &) #EATR .
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O 128K | v| 128K | v| 128K | v|
O 1 LAGT
| 2 LAGT ~
O 3 LAGT
| 4
| 5
| 6
1 T
1 g
O 9
| 10
|:| "
|:| 12 v
[ #: | [ #8 |
HE:
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I HEA M (bps):

HIFEEH] (bps):
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AhE.

< FESTEE, AR P 5, PR A R
2)ide i 1 AR B RERINHI S5, wl Bk tha] Ak
2 34k B G B R BRI, T 22

X AR SR A R ERREAT I . BB R RO GE L
T L AL R S A e 0 K e 25 o B AR T B TR e 5 PR R S 3 1
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X FZH 4 51 RS R X R HEAT S0 o TG B ZEL 0 0 ) B KA B, e
P73 BBl BB A 5 3 o I A " TS 45 5 PR 23 11 14 41
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ATHHUNS A 2] BIIE A A FR AL (UL &) BEAT)HE, X B 51 &
REBEATIE R BOE UL AR IRICR L, AR 8 20 A dfs
BB ETT . LR AL IR R 5% PR a3 11 A UL B o

TR R IR AL A AN R A R O i L, 2
BRI A ZIC R T, PARIE [R]— S ZH BT s o 1 3 XL
e UIHIE S (Gt

EHOERANDERRS, FRASBARMAAELLK.
9.3 #E& VLAN

B VLANGE B & B i % 1 TR IVLAN. 8 )08 3 VLAN AT DU 535 500E 3 shaikil o 5
EEVLANS BT, (T35S R TE £ R QoS (Quality of Service, k% i) ML,
femiEEmE eI, RIEETER R,

> EEHEERIRAITE
A AL AT LLARHE B G b IR MACHIIE - BOR I 808 2 5 8 & Bl it . JEMACHIIERF &
R4 E IIE S %% 0Ul (Organizationally Unique Identifier, 4xFRGE—FriRa) sl (4R SCHA AN
R SRR, BRI B VLAN R

OUI (Organizationally Unique Identifier) f&MACHhEFIFT2447 (i), JZIEEE (Institute of
Electrical and Electronics Engineers, H/SFIHT T2 AR A& LN R /Ao 1 — A48k
ME— AR IRRT, AOUIMLIERT DLAIT HZ B W — AN R~ i e N2 o WAE & WA 507
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00-E0-BB-00-00-00 |3com phone

> IOREE VLAN R
i 1 (R85 VLANRE S5 B s U s iial, 3R DI GE 5 VLAN 7 K.
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GENERAL: >Z 1, H4E N H B84 VLAN ANGE & 1E % VLAN,
[ 42 N3 1R 3525 VILAN A7 LRI 44508 TAG .

UNTAG i& &%

ACCESS: #f.

TRUNK: AEF.

GENERAL: >Z 1, {H4E N H B84 VLAN ANGE & 1E % VLAN,
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210% PoE
w9

® KFMe, (X TL-SG3226PE/TL-SG3226P/TL-SG3218PE/TL-SG3210PE/
TL-SL3226PE-Combo/TL-SL3226P-Combo/TL-SL3218PE-Combo/TL-SL3210PE #LA! % #
POE 188, AZEMHE N PoE X # AL,

® A& TL-SL3218PE-Combo 4 /-4,

PoE (Power over Ethernet, LKt H, SCRRIZERE (I HE D A2 Fi e g i DK 28 %6 414 PD(Powered
Device, ZHL¥%&) &% (W IP HiE. L AP, MR EEIGL4) ST m it i,

> POE RGHAL
PoE R4l W B45 PSE 1 PD.
. PSE

PSE (Power Sourcing Equipment, ) 2450 LUEIE DUKP 2ot dE#e4E H Ei PD
AT LI % . PSE £ HZ)F 4L, £l PD, X} PD 4035, HHmHAtd. 0% PD $k
HJE, PSE fF1LftH,

« PD

PD (Powered Device, 32H %4 23:5% PSE L4, 40 AkritE PD FlHEFs#E PD,
FriE PD 25474 IEEE802.3af FrifEf] PD 1%, PD W& L5 PoE HYR{LH I FEIRT, 7t
VAR YR AL, FEATHIRTTR &

> PoE fIflt &
o HEAENIRE. WA TIMERE, RFEE R,
o % PD W44 PoE HUFML A sER M IR, BV R & RIETIAR & The:
o FaifE: f54 |EEE 802.3af FrEAl IEEE 802.3at ArifE, fiF4BkG— M s

o NHBIESEZ: ATRUHT IP HIE. L AP (Access Point, AR, [FIEA A T HLAS.
FlRAL. Mg 35k B REESE .

POE A2 #: ML RS RIA5 H#SZFFE PoE Thie, A H ahka il PD ¥ %, I N5 & IEEE 802.3af #l IEEE
802.3at FrifEN PD WA fLHL .

POE IhRERC B .35 PoE BLE A PoE W (BB AN 43
10.1 PoE EEE

PoE ZZHL LRI RIAS VAR LU Jvbrite PD s fib s, T ARGt L RN O i RE S )
NHRRAIRE), N T IRIES D PD RGN IIRULTE ARG, DAL HN AT
—URE . HYFEE T RGYE LR, BUNRES PD REGEMIIERN, ZTHRN LRI L E
Wi F X S A A . S PD RS, ASHeL 5 b Hoplk e

PoE it & fuF5 PoE BB Al POE Profile P/MiC B 1A
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10.1.1 POE it &
ff POE FC & W 1f, A LA PoE IhREHIFH RS HUH TR E .
HATRERHEE: PoE>>PoE iR E>>PoE it B

2RAE
FERhEERE: 200 w(1-200)
EHE 00w 7%
flxmE: 200 0w
iRHEE
o m}
pr | bre {3 BATHE (0.1w-30.0w) AiEkR PoE Profile hE(w) BiR(mA)  BEW)  PDClass [tk
1 BH & Class 4 B — — — — — FiHE, o
2 =L 1% Class 4 PR — — — — — i,
3 BR 1% Class 4 TR — — — — — Fie
4 =L 1% Class 4 PR — — — — — i,
5 B 1% Class 4 DR — — — — — FiHe,
3 B 1% Class 4 PR - - - - - FiHE
7 B 1% Class 4 TR — — — — — e,
8 B 1% Class 4 PR - - - - - FiHE
9 B 1% Class 4 TR — — — — — e,
10 BR i3 Class 4 TR - - - - - A,
11 BHR 1% Class 4 TR — — — — — e,
12 BR i3 Class 4 TR - - - - - A,
13 BHR 1% Class 4 TR — — — — — e,
14 BH 1 Class 4 T B — — — — — FiHE,
15 =L 1% Class 4 PR — — — — — i, -
& 10-1 PoE it &
FHNA:
> ERiE
RGTH 2 R« P B A L RETR 1) B R Th
RGTNE. BIRHHE R RS D) F.
FIREE: TR GBI RG T
> SORE
Wiy 3% MET<iEEESIEE, AR P S PR AR N 2R H .
prik= Al G B i L1 POE 24, ml £k,
i s IR B S
R TS B i /) PoE Tige.
5%k YR RIFEAGE, SHRE T A —EIuE X HEA R PD [t

R, RGOS, T R=Fb.

B KIhZ(0.1w-30W): PEE NI L RESR LA B KTh % Class 1 /% 4w, Class 2 X%
7w, Class 3 0% 15.4w, Class 4 f0%# 30w. W] LLEFk EshEkE
FahfN, FahATEEE N 0.1w-30w.

P T B - i UL RN 1A B i RIEHETORR S, 1% R — B
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PoE Profile:

ThE&(w):
I (MA):
B (v):
PD Class:
LR

10.1.2 PoE Profile

PoE Profile S04 F- T B A F B PoE # O3k Tt =R &, LA 4LH P A . 7€ PoE Profile
A, BOE T T A PoE JE M IRAS. K. mRKIE. G —> PoE Profile XX, 44
S oK N P AR S e 11, AT R AR R

1E POE Profile T, 1] LAGI&EHET ] PoE Profile L {EE 2 & PoE Profile %1% .
HARERIFE: PoE>>PoE BEE>>PoE Profile

BIEEPOE Profile
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Er
TLER
FBRThE

PoE Profile®lzE
T

Profile-3 35

B FF Profile SCAFRHI ] Cidk s . BH] T Profile SCAFA 5 H A LA T
=/ PoE J&MEAT it KA. UK. mARIIE.

W ST IZh
s Ui 1 AT
R AT
WORIERLH) PD e B S .

LN D ER VA

® BA O =H
— &=
SRk
Bzh b

R AR TR ThEE (w)
[ ik ] [ ez ] [ FERh ]

R

N Efl\/jl:]j:
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e

Profile & #K:
W&
R :

BRI

» PoE Profile %3

iz B

10-2 PoE Profile

N\ Profile X2 FK .
i 8 P B A% P AH N 3 1Y) POE ThAE.

URRINFAGNS, HHtRE TR ICEXFHEAR PD Rt
7 IR EER B, T R=F,

B AN I D REFR AL B KT . Class 1 0% 4w, Class 2 fX#%&
7w, Class 3 f0# 15.4w, Class 4 {0 30w. ] LLgFE s
FahfN, FahATLHEE N 0.1w-30w.

1 Profile 2% H#E47 MK
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o ONVIES SR Profile SCF R E 9355 1 POE S KZh%

10.2 PoE 8] Bt
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2t O e AR RS R IR B BBt B, ) DAYl B 181 B, R s FL N A - IX s LR AT . X

S S RE R AE SR E A (8] BE A A

RS BN Y B I B BOEL AR Xt IS TR] L S 1)L 9 {8 A E I 2R 28, 0 i 1) T BABE AR B AR
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JSE RS FE LR IR T SO E 3T 5 I SR U AT AL ) B AR A2 8] s R R, SRR R A A ] g e 1)
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AIjhe 4% PoE MFTEIERFIZR . HiEk PoE BB A PoE Fi& H & X =l & il .

10.2.1 PoE KA B F&

7£ POE I /A B AR TTH, AT LLA A 45T A I 18] B s B .
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FHAH:

>

B 1B B R X
b 1B B A K -
NN

ZENF IR IE] -
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10.2.3 PoE FifRHEX
POE {52 AT LA 55 T4 ORI 7. ZEATU, ATUMRE TAEZeHE A7 S H -
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TiEHER
s EEE : 01wy |01 »
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5 R TE B HINF S
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[ B | [ #% | [ =8 |
12-17 DoS Fi#"
B NA:
> SREE
DoS HRit: TR A ALY DoS B Dk .
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> BEBisIR
HFE: ') 3% J5 FIAHIRE DoS Bidf.
iEAESicE AT VINUIE/AE SR

~
B
RPN T Z 7 B A DoS REF#ATH #, U#—FRIENE L4,
1) BREACHEALKE, RHZEZRZNTERF, NTEEZGFEERIMEELMIE
2) ARMBERR, ThERAZNHERE, B LIREHNERS.
3) MAEGHKEFMEZLRERTNENZ LK.

12.5 802.1X AiE

802.1X MM /& IEEE802 LAN/WAN = 5320 T fft 1T 28 oy 45 X /R 48 22 4 [ R 1R o Jim R Bh AR
R JE A R i 11— M S e N B LA S - DAR I AR, =2 8 ik AR X P DAIE RN 22 4 75 T 1Y)
W) R, 7 SR R N A5 R 3 113X — 26 T 32 N R 8 4% B AT DA TIE AT )

AAZHHL AT LR — AL R GE RN WX 2 Fh T SR T UGIE . R E s 0 _E R P s i SR g
A M LIAGE, AT PAVT 1] R i X Fh B2 s G SR AN BRI AR B LAAE, TSy v 1n) Ja ek X vp ) 5
o

> 802.1X R LEH

802.1X [ R Gt /& K F s A1 Client/Server 1k 2454, AFE=524K, WK 12-18 fixs.

LAN/WLAN

B b MRS %

@@M@
Qe @@

] 12-18 802.1X AIEI1A R &5 #)

1) B/ PR —ANSER, ZO8ETEANL, P s P A R 802.1X TAIIE, FEHITE
i BT INIE . &P R A UN 3 RE 802.1X TAE A P 280t 15 % o

2) WA JEEONSCER 802.1X MMM HIMAS %, WA AL, AR SR AR R B
B, R P i T E

3) NIEARS %S AR &I AEEIR S sk, flhnn] DAEH RADIUS k4535 R SCBAEIR 55 25
FIAERIRAL T BE « 12 R4S 78 7] DAAAAE R P om ARG R S, IS & P i M UGIE AL, A
THRIEWE RGN E, TN E — N R UIERS 25 . 3 INIEARSS 4% Bk i,
BT SS 25 AT DA B AR IR &5 25 10 TAE, PRAEIAME RG R E
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> 802.1X AIETAENLHI

|[EEE 802.1X iMilE & 4if#i ] EAP (Extensible Authentication Protocol, w4 JEIAIEHML) RS
P LA SR RIAIE R 45 28 2 IR AIE A B 122 e
1) TEESURSRARZIN, EAP PG CH EAPOL HEs iR, EERMT LAN 5.

2) {Eik&inS RADIUS k425 (a], ] LA HPF T AR HEE . —F 2 EAP Tk SCfEH
EAPOR (EAP over RADIUS) 3% 0&# T RADIUS Whillf; 73— & W & um & 45 EAP
WIRSC, K4 PAP(Password Authentication Protocol, % 653 461E 701X ) 8k CHAP(Challenge
Handshake Authentication Protocol, Fiifi#EFSKAEi) B CE RADIUS % w5t 1T
NIE.

3) M EEGER, EARS S-S0 7 FIAHRE BAR S &, W& RADIUS A4
28MIFE 7~ (Accept BY Reject) g 5245 0w L IR AUAEFZBUIR S

> 802.1X NIEEFE

IERE AT DL P 8 kL, Wrl DLW & At . — J7 T 2% & iRl 2 F R 2 e H

FUE 2GRS, e 3R % T i k% EAP-Request/Identity 30, RAEZINIE; 55— 7 THIZ ) g i)

DU T2 7 v AR A 1) % £ v Ak i% EAPOL-Start )30, R EIAIE,

802.1X Z i HF EAP 4k )7 \Mll EAP #4577 X 5zt RADIUS iR55 48 2 H5E liE. LR G T

AR 7 SR RE R IR, # LA o = 3l R IE

1. EAP gk

EAP "4k 7302 IEEE 802.1X AriERIE 1, ¥ EAP (¥ RINEWML AR emZEhicd,
EAP over RADIUS, DPUEH" JEVIE PSR SC 5 B 4 R 25 BIA IE RS & . — Ok, EAP 14k
77T E RADIUS %2452 F EAP J&1E: EAP-Message 11 Message-Authenticator. A2 bl 5%
i) EAP 4k 7 L5 EAP-MD5, EAP-TLS, EAP-TTLS il EAP-PEAP, UL EAP-MDS5 M,
AINUEEFE A B 12-19 FiR s

o g - EAP —
HI7 i L UL Ml 52

EAPOL-Start

EAP-Request/ldentity
el

EAP-Responselldentit
po ¥ >

RADIUS-Access-Reguast _

Lol

RADIUS-Access-Challenge
-}

EAP-Reguest

A

EAP-Response

RADIUS-Access-Reguest _

| i

RADIUS-Access-Accepl

il
-

EAP-Success
|-

K 12-19 EAP-MD5 i\ iiF i &

163



WERZENL T

1)

2)

3)

4)

5)

6)

7

8)

2.

2 B V7 R 2% FE SR BT T 802.4X K imARSY, A CEHIE . Fidid I P A AER, K
EIEREG K (EAPOL-Start kR 3. BEH, 27 hfe 7 A il sRIAIE RS W&o, a6 A
F—UCNIEE 2.

BRI RNTE SR UGE I i E . K R H—AN 1Rl (EAP-Request/Identity #30) ER A 7
1% P FE e R IR SN 4

B U AR A RV £ A H I SR, W S B s HdiE il (EAP-Response/Identity i 30)
RIFE LR VA o A Ui 25 P Ui A6 R EICHE i 480 1A Ak 2 5 (RADIUS Access-Request #30)
IELR IR IR 55 24T AL 3

RADIUS JR4- a3 &k RN P G B G, ¥iZE B S8R E AP 4R, K3
A N R RS S, FIBENLAE B — AN 5 e B T N AL, (R I HORs i 2
it RADIUS Access-Challenge i SC R IE4A B4 v, IR & K455 SR T o

& i A PP OB FR R A B A SR IR (EAP -Request/MD5 Challenge #30) J&, HiZN%E ¥
X B R A3 AT N AR B UL b in 2 SRR I8 S SR AN T 10 1Y, 2F i EAP-Response/MD5 Challenge
W0, I A AL 5 IR IR S5 25 o

RADIUS R 45 28K 31 0 2 in 5 (1) 21545 5. (RADIUS Access-Request 130D FlA 2 id in#s
BRGNS B AT R b, W RARIE, WA N P N EER A, s GIE 8 R 1)
(RADIUS Access-Accept # U EAP-Success #30).

WA CBAE B T 25K O SO BACIRES,  Fevr R P B U I % . fEB I, B
Uity 4 I 1R 25 i MR R FROC I T, SR P IR RIS SUHT IS . SRS, PRIR
BEF W RIPOCHAFA BN R P o g, WA ib AP N2, Bk R R 5 RN 210 1%
TR

P AT LUK % EAPOL-Logoff R S04 de s iit, EANER LR, & undtm FURES MR BOIR
BB ABBURE .

EAP 2245771

EAP 245757 ol EAP R OCFE W45 i 22 45 3 i it 81 RADIUS #foerh, Rl bRy RADIUS Pl 58 Bl
UE FAUFITE 2. 3445 RADIUS R4S 4 < 18] AT LR PAP (3% CHAP AE 1. ARAZ AL
Fiff) EAP 445772 PAP, PAP YU UK 12-20 Fix.
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EAP RADIUS

H 3 EHRHL VA 55 35

EAPOL-Start

EAP-Request/identity
il

EAP-Response/ldentity

EAP-Reqguest
-}

EAP-Response

RADIUS-Access-Request

|

RADIUS-Access-Accapt

EAP-Success

K 12-20 PAP i\ iFid &

£ PAP R0, A2 Lnt P 45 BT N, SRIGIEH 4. BENLIN S /1% 7 i 02 g i 1

Ao B RA VLIRS 28 AT MR AL HE ;T EAP-MD5 #3rh, BEHLINES 7 d ek

gaereds, AL R AT GE S BIRCE B R K

> 802.1X %ERE%

802.1X NE FEH &R sh Z AN e s USRI N P . %% LK RADIUS RS 28 2 A 3E4T & 2.

HIFIAZH .. ATHHLA ) 802.1X 5 I 8% 3 T4 DL = Ffi:

1) BFUWAILER RS : AL % P i AR O, MBS e R 28, A% ER 88
WE R, SHHEE RN oG N, A2 LR R Z 4R .

2) NERREZEN S8y M IALFAER S 28 RIEWR LG, HALR s 8y, 1%
i S B I, LA R E RSS2 M N, A MR R RIS SR

3) HEBRERER: MHPIERCLE, LT BB — B ) G2 R e E R e i 8y s 8D, 78
FRERIAME], AZ B FEACEEZ T P R EE R .

» Guest VLAN

Guest VLAN IfFg H SRk so v AR B LA E O FH 7 17 1) 5 ey g B R

FH PR S I 7EIE 802.1X IAEZ A& T— /M4 VLAN (Bl Guest VLAN)D, H /7 1JjiHi% VLAN

R VE A T ENE, (EIGIN AR RENS T i) Hoe 2% 305, A IERE S, 3% 25 JF Guest VLAN, H

JFRT PAYT R) e R R 2 BRI

F P el ATE Guest VLAN H3RE 802.1X % i/ FHE 48 1 s s AT H e — S8 P A Fe %

WK RNEE & A RVGER P i el & 7 i hRA RS R, S E8— 2 B 8] N o 1 88 7 A

WY, AR L3 %0 A 2] Guest VLAN.

FFJa 802.1X R It IEAIRCE Guest VLAN J&, 438 #hlIn % F i K i% EAP-Request/Identity # 3¢

A R 28 s R Bl SR, %0 DR % BRI BE S 2R NN 3] Guest VLAN P, IEi G5

Guest VLAN H75 H PR GEEE HAAIE R, AN 52 B 7E Guest VLAN B W SRAAE AR

I, 3B IF Guest VLAN, BIABCE K VLAN 1. P R4S, 3% 3% [H] Guest VLAN Hr,

AZ WAL 802.1X IEThAL i RECE . i OEE A RADIUS AL & = /Mid & v .
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12.5.1 &FicE

764 R B I RE U, v USRS 455 802.1X IAIEZNAE, B A S H IR AE AL )i, 3% B Guest
VLAN LK 25 F4 52 I 83 K W 2N R4 802.1X IAEIE .

HANRERFE: WER4E>>802.1X ME>>EFRACE

EREEE
802.1XTHEE - =z =12
WER®: EAP v
EFH= * BH itH
iz
Guest VLAN: BR v @
Guest VLAM ID: 0 [ 1-4094 )
HERThAS: BR ¢ #H
INEEHEE
HE: R e mm
BEA: 10 I (1-999) —
iz
HE R 3 S 01-9)
B P Bz #8A = 3 P (1-9)

12-21 &R E

FHAH:

> S£RRE
802.1X ThgE: PR T S 802.1X IMETNfE.
NIE ¥4 WPt 802.1X INIF 7.
o EAP: THHLHIAMERSS 282 [BizfT EAP P, EAP i3t
IEEPE, Bz UKL e & ER P (W RADIUS), A
158 25 R AT 2% 1 X 48 BITA DIE AR 5525
o PAP: H/um S5l (63847 EAP B, ZZHHLK EAP WH &
B EIE (W RADIUS), A% P I ES B4 A E IR
KRG,
BFIFR: ERPERT AHEF IR . EFIeEAH TAMN TP-LINK 802.1X &
J i 5 AT ML 2 B R ERR A . W SR HA 2 P um o, 1%
BFhig.
Guest VLAN: BT 5 B Guest VLAN IJRE.
Guest VLAN ID: 5 5 Guest VLAN ] VLAN ID. Guest VLAN H{# H Fal LA

IF1 Fi5 R PR X 2% B
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THRTIRE: MEPER A i T R Re
> NESHEE
#aR: PR o F BRI 35
N HEFERIN K . P ERS, FEFFERIN ] A AN PR AL 2R — F
] 802.1X AIETE K o
HERERH: SRS I HR ST 5K EE AR R
%% 7 Vi) LR SRS AT H AV R 2 i IR 1) B KA R ) o 5 S8 B LE 182 5 )

B P o B A, U E R AR S

12.5.2 %A E
T3 I B DB DUIAT, LR35 S 10 1926 1 5 4 355 1) 802.1X ZhB it -
MARER T E: W% %4A>>802. 1 ME>>H A E

mOEE
G
723 w0 W Guest VLAN 1EHE, e BT LAG
O v L | v | Bzh (v| EFMmac/v]
O 1 £/ £/ Bih ETFMAC 2N —
0 2 = = Bif EFMAC =] o
O 3 =1 =1 Bzh ETFMAC 2 —
O 4 B2 b2z Bzh ETMAC 2 —
| 5 =35 =35 Bih EFMAC 2N —
| 6 =4 =4 Bih EFMAC 2 —
O 7 k=33 k=33 Bzh ETMAC EfEH —
0O S =1 =1 Bih ETMAC 2iE —
| 9 235 235 Bzh EFMAC 2N —
| 10 M R Bih EFMAC 2N —
| 11 =4 =] Bih EFMAC 2 —
O 12 M M Bzh EFMAC 2 —
0O 13 =1 b= 331 Bih ETMAC 2iE —
| 14 235 1] Bzh EFMAC 2N —
O 15 oM E2d] Bih ETFMAC 2 — v
I 16 [ =] Bih EFMAC 2 -
Bz | (% ]
FE:
LAGHR e B 802. 1XThRE »
12-22 i AL E
FHNA:
WORE
Y 3% % MT<iEFES1EaE, AR P S PR A R AR N 2R H .
Ve PR A3 T, O E i A 802.1X INIEIRA, AT £k,
Ui ¢ BRI 5
R P H 275 fE FH 802.1X WAk,
Guest VLAN: 1% 2 75 8 ) Guest VLAN.
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IR MR 2 A
o H3h: ¥ ZHAT NI,
o S CAAIE: S H A FE AR R AT U7 A 2%
o I INIE: i HAKZ Tk B AE
PR RAY PRz K42 ISR
o JLT MAC: iz FEREHI A THE AT ZAE.
o JLF Port: iZ¥m HEERERISEA B AIEE, HE M s

WAERI AT 7 i P 45 .
FRURE: SR b AR .
LAG: SR H 2 PR ISR 4L

12.6 AAA

AAA FEIMIE. A% (Authentication. Authorization. Accounting ) =N S B 1 T FR
B T A U n) A AL B E SRS U I BRR 1 A P #E AT GIE, R U7 R U AT ASRAS R
PR S5, ndar I AR A4S A 2% SRR AT 9. BARThRER A

1. AiE(Authentication): 36iEH /7 /2 15 a] LASRAS U5 I AR ;
2. FHL(Authorization) : FZALH AT LA WL R 55 5
3. 1% (Accounting):  Ic.3 A P R 4% BRI L -

HostA HostB

RADIUS 45 #%

TACACS+|ll1 45 4

oAb 2 A 1 55 4%

#7716 ) 4%

12-23 AAA 244

12.6.1 &FHicE
7 T AT 6 AAA ThAEEHHT 2 RN E
BATHEBITE: MERESSAAAS>EFAILE
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ERER
AAA: FE * =# 25
R EIE TR
ERCE fE52
ERMERR
1% fEth Login®l|sk Enabledl|zE
default default
console default default
telnet default default
s5h default default
hitp default default
e
K 12-24 &R E
B4
> ERE
AAA: IR A BOC ] AAA TiRE.
>  fEREEE AR
HhG: S5 IE JE 8 A 3R B O
> MNMAMNE®RE
FEER N FH 44
Login %%&: N SR FH Y login WAIE 71136 .
Enable 3% N F SR ) Enable AE 5513
12.6.2 NIEFIFR

KHEVFRCE DM B E U EE REERNRTESIER, S 2 GIE G i PLg S H L

RTHNE B GABR -

FATRERHE: WERZE>SAAA>SNIESIR
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&S
AESEE:
Sl|lzkal: | Login ¥
HE—: - v
. din
AE: - v
%= - v
FEm: - v
Logini\iER &%
HEE HEIE HE— AEC HE= FEM
default local - - -
[ 82 | [ m |
Enableip i FHE5E
gt HEE AE— AEC HE= FE
default none - - -
[ #2 | [ mes | | zemn |
12-25 RS
B4
> WINFEFIR
FiEF R NIRRT
HIRHKAL EPE—ANTTIESNR A,
FiE— Bk 1%, None #/RAFEEINE; local Fxl FHAHIIAIE; radius

Fond AT A E B 47 1) RADIUS IR 4525 4T 561 ; tacacs Ko fd H
P i B 47 1) TACACS+IR S5 28347 INIE .

TEZ #IRTT .
TE= kT
JiiEN #IRTT S

> Login NEFBEFIR

X AT PARC B — N IHESIZRN GRS P BT GE. WERGEER, SRADBZAEAERI
JURERTG > quest HIP AR . AT LATE A REAE 2 3B IR b2 I T SRR D9 e 28 3 ASLBR

> Enable INEHEFFR
it B — N7 VE S RAT 2 o D AIE R P ] ARG HE AR

12.6.3 Dotlx %%
AT AT BATE B T 802.1X I (0 BRA 73513 .
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BRI E: WER4E>>AAA>>Dot1x FR

DottahiER &R
Pzt AEFE
default

i

Dottt BEERESE
Pzt AEFE
default

L= | [z |

-
radius -

radius

-
radius -

radius

K 12-26 AiEI3
% HA4H:
> Dotlx NEFEFIR
W E IEEE 802.1x K H IIANIE T %513 .
TiE— Bk TTE, H3CRR radius A4S 24
> Dotlx WBRFTIEFIR
WE IEEE 802.1x K Wi %7 k%R .

FiE— Bk, H S radius RS 254 .
12.6.4 JR4-884H

55 24 a] LRI 2 A IR 2528 1P AE R — AN GIESR , S WL A BRI IR 5545 4 (radius 1 tacacs),

ENIARTHHENS, il &R 4 1P #< H ISR A BRI

HANTHE BT MBRE>>AAASSREG A
RINARSS 224

ARST=54R:
BRESEeal: | RADIUS v

BRE224RTI%E
izt RS FEdna
radius RADIUS
tacacs TACACS+
[ mre | | z=mn |

£1F

HRiE
wiE

12-27 ARG E4H.
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FHAH:

> BINARE AR

Jii& g i B N 55 AR LI 44
JR 55 28 K2 PR S5 AR IR

> REHAFIR
R AME RS S S

12.6.5 RADIUS it &

RADIUS (Remote Authentication Dial-In User Service, TAEESR S FH RS NEIRSS 28 0AC
BHUIRHEAE RS, HAEEXRAINER, BRFEAN 4. B EILESH, AT seiix il
ATWNIE. BBCFIT 2. RADIUS TiC B DhRE 0L AR 1 B 28 R IEIR S5 2y 240, RN IETS FE18
W AT -

FARE R WgL4e>>AAA>>RADIUS Bt E

RS EEEE
RERIP: 0.0.0.0 CHgEt: 192.168.0.1)
TnEEEEe:
ThERA 1812 ( 1-65535)
N Fhn
HERRO 1813 { 1-65535)
Bt 2 £1-3)
#304: 5 sec {1-87
RE=ETE
1HE AR5 =EIP A WiERO  itEERO  EERd e
[ #% ] [ mes | [ 2z |
FE:

TIEEAR S SRS S LR ERNER -
2 S NE ST B i B A -

K 12-28 RADIUS At &

FHAH:

MR&AEE

MR35 1P: RS 231 1P HudE

s B4 B NAE AR R 5525 L 22 1 n 235 2
UNTRF Ik 25 2% FH B DAIE 3 115

THER I R 55 25 R FH T 9 i 1 5 o

HAERH TR 11 B K A B
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il B RS A5 IR]
>  IREFBWIIR
MR552% 1P: i NR S5 23110 1P Hbdl
i E LR i N ATHFA RN IR 55 2 35 S 1 25 9
UNTR P ik 25 2K F I DAGE 3 5 o
T BRI : R 55 25 R FH I T 9 i 1 5 o
HERE RN S 1) J5e K B A R
il It K AR )

12.6.6 TACACS+ELE
TACACS+ (M5af)Zimiz NI H R4
BARE KA WELZE>>AAA>STACACSHALE

RS 2mE
AEERIP: 0.0.0.0 (#g7h: 192.168.0.2)
Rt 5 5 {1-8)
0
MR-
iw=: 49 7 1-65535)
ARE25%
e RS 32IP o TnmETEsA o lm
[ £ | [ mee | | =8 |
¥E:
1 EEREESRE R FE B —F -
2 B SN TR BN A
12-29 TACACS+ii &
% HANH:
> JR&GHREE
ARE3% IP: B NARSS 210 1P Hhudl
N4 A NAZ AL R 55 28 36 S 1R N 28 24
Wi : TACACS+MR %5 25 X H 1) TCP i 15,
AR TV B IR IS ]
>  REEBRFIER
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RS 2% IP: RS 231 1P Hudik
JIIE R A NAZ AU AR 55 7 30 2 (R 0 25 54
i TACACS+R %5 28 K H ) TCP i 15,
AR : TV B3 R ) I ]
Ak
® HAERITEARMM O 802.1X Bk, + &8fF 802.1X AEDh 88 A K.
® LAGmUREEE A 802.1X hék, wRmH BT 802.1X, W AR E ZH I MAR LA,
o NIIREBEEHKOELITE 802.1X Bk, ARG BERES K LA EINERE B S
,‘ﬁo
fid & DR
PR | Bk W BH
1| EEGEARSS 2% Wk HAE . ARG, TEERS SRl RN N -
A5 IS I B RH S P P 42 RN 258 PLENAIE
2 | IR PR AR DhEHERAE . B TR AT ENL P 222 6 8 1) 802.1X & ui 4K
f, BZAEEIES RSB R— H X s A-fa e
3 | HE 802.1X & FRZH DEEAE . BRNEEILT, AL 802.1X & /RINEERIT)H, &
TEMEZ42>>802. 1X NIE>>2 /R E N H & B4R H.
4 | WEINERS 2ESH VB, EEITEEINERS &, HEMKZ R
4>>AAA>>RADIUS B8 7 i E RS 25
5 | WE KU 802.1X THEESEL | ikEEE  IBTEM LR 2 4>>802.1X AIE>>g O HCE 71 1 iR
P SR X 2854 0 15 B A e L5 1 ) 802.1X THRES 4o

[5] H 5%
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$F13FE SNMP

> SNMP #d

SNMP (Simple Network Management Protocol, & 5255 FEHML) J& H AT UDP/IP /X 2% i 3
BONTTIZ M B, et T AME B S R M R BN ek . SNMP S5k fai g, il
F77E, I HREWE M R & EE 22 5, SCI AN A% %% 1 B sh A 3, BTS2 T 2 13
FEFIRH, HATRKZHIN G E B RGN T & # 25T SNMP 1.

SNMP s KA At R B TE T, AR R EE R Se I f#, WA ERRZ ML 5E, #T
fliFH . SNMP A Tl e 0055 WAL 2 1 e Aar il 2 A 190 2% 2248 FITC B N 28 1 25 55 AR 2% TR T
YERY, SNMP wJSEiigiit . FCEMMIREEDIRE; 202 ORIy, n] S Fh g Aar IR P 52 Dy e o
> SNMP HEBAELR

SNMP G =AM tER: SNMP EH & (SNMP Manager), SNMP L (SNMP Agent), MIB J#
(Management Information Base, & F{5EJFE ).

SNMP BEE: JZ17/E SNMP & it 5 1) LA, $240E 7 ARF A4 AHLAE BT, J7 R 2% 5
5358 AR 2 B R 2% o B AT

SNMP fRE: JFRAEMEH A LR, 7ot AHEkE SNMP & BLE FE RISC. 78
— X ZENR, SNMP CEE 2@ 51 SNMP 4 # & H4F 1221k .

MIB FE: BUEHIXN RS . BE X T RE TN R — RINRENE: W RMAT . X R AR
AR R R RS A SNMP AREEASE B O/ MIB. SNMP & B ARIEAUR 7T LU MIB A i)
XF RAEAT B G A

SNMP 3% /2 SNMP W2 5 HE %, SNMP fCHESZ SNMP WX 2% [ 8 B, Al 122 1) 3@ i+ SNMP
R A (SRS, SNMP &%, SNMP LR, MIB E =&ML 2 A 13-1 .

MIBJE

BEE B EMIBAS &

A

R AR B
SNMPEH & SNMPACHE

13-1 SNMP W56 R K
>  SNMP i ARAS

AAZHHLILHE T SNMPV3 [ BEThAE, RIS 3% SNMPvl fil SNMPv2c, SNMP & 235 fl SNMP
FREE) SNMP FRATEZ—3, EATZ A REAHEIEE, ATLURME B SN R, SRR 2%
T B R

SNMPv1: KHHFA4 (Community Name) AiE. HA4 HkE X SNMP & H # F1 SNMP
IR FR. WIH SNMP R SCHE s A 2 A S BB & BT, RSO R . BiE AR TR0
TR IE, SRR R SNMP % HE %7 SNMP AR ER 1135 1]

SNMPv2c: tHEHFELZINE. EEHZ SNMPVL [ [E R X378 7 SNMPv1 HIhRE .
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SNMPv3: SNMPV3 7ERTFANRAS vis v2c LR B R RINSE 1 22 4 PRI P a3 i, AR 7
VACM (View-based Access Control Model, KM V5 i #H#A) & USM (User-Based
Security Model, % 2 888D FAEYLS]. F -~ nr PLE EVGERTINE Dhae, WGER T 5800E
OCRIE T AN, EERARER P RV I LEXT SNMP S HE R SNMP A3 2 ] (1) & 4
RSCHATINES, DL gy . WA S UGENIE TN & ST ae &, Ly SNMP & 335 il SNMP
RBEZ ] P IEAE TR m ) e Atk

>  MIB FEfEifr

MIB & DARPRGE AT AR . RIS RSB BN R, 6 m] AR MR T AR 1 — SR AT ME— iR
A, BE TR DU — BT, XEB TR AE X AU¥ OID (Object Identifier, X%
FRRF) . MIB 5/ 13-2 fic. B, B OID S4{1.2.1.1}, A K OID }{1.2.1.1.5}.

K 13-2 MIB #4514
> SNMP EBME
o QMK

MIB #L /& 4230 MIB & BEX R — A T4E. EEXT 4 LL OID (Object Identifier, X RARIRFF) KR
TN, I B N R R (FEHED, SRR RSN E N RS S E .. &
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By PHHTRMC . 53 ANETT HE H B B AN SO AR sl 2% I A 175 60 o
o Jhik: LREETPAEWITILR, &RIXFPE I B A — B2 7K ik b
RO AN R, AT I B 5 & BEAT e 5 E A
o JE: ABKEJEMN S EAHRSL, SEUEH.
o [HFURMAC: WLk &)
LR AR NIEFRD, Bz B KT
A : AL NI TP TR BCIRES, R 712 2R 48 I VA
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ER:
o XEMKERBLALMNKE, TREAUXENKE, Z4LNHKETRFLARE.
o RMERNHESE, HAWFILLT 2 LMERIKK,

15.4 MZEi2Wr

AAZ AR T Ping AL IIAT Tracert £l D16 -

15.4.1 Ping Al

Ping Kl DS T LUK MRS e ML 15 35 P2 UE % JE T ik, 7 (0 P28 A BT B R 2 4 i, 5 for
2

Ping # A2  :

1) A B H RS % ICMP 5 R IRC:

2)  WARMZTARIER, W HARR AR ENZAROOR, AR [E) ICMP BRI Sk
giitfE 8

3) WERMZ AR RE, WIRER B H A r A B N S5 R 5 2
HARERTTE: RALES>>MELH>>Ping A2l

Pino il
BiEIPHUAE : 192168.01
FIEE 4 01100
Fing
EER ISR - G4 FHO1-1024)
Bfrelafs - 100 =P C100-10002
Fing &8

Finging 192 168.0.1 with 64 bytes of data ;
Destination Host Unreachable!
Destination Host Unreachable!
Destination Host Unreachable!
Destination Host Unreachablel

Ping statistics for 192.168.0.1;

FPackets: Sent= 4, Received =0, Lost=4 {100% loss)
Approximate round trip times in milli-seconds:
Minimurm = 0ms , Maximum = 0ms , Average = 0ms

15-8 Ping &l

W

H A 4H:

> Ping &

H¥s P Huhk: S 5 EL R H AR AR 1P ekt STRR 1Pv4 bk,
RIBRHL: S Ping Al i ik BRIl 8. U AT sk i
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ROEHOCKE U5 Ping RIS K% AR K . HSUE R
FRf T8 1] - 3% ICMP 18 3R SCHAIR T8 1]
15.4.2 Tracert f&:3

Tracert fo I AT AL B AZ AL 2] H AR R T iUkt e o 248 I sy, 46 F i 4w LAy A
HH B ) P 2871 R

72 1P B A E EH & —A TTL 7B, BRGNS h A, 2 — Nl TTL FBiE
I Lo M 1P Bl B TTL 7By 0 B8R LI, sl 8 R b 8ds 0. 2 57, I 45 A2 IR I 2 —/> ICMP
TN AR ST . IXAEBEA AU L L TE 48 2 AR R, e IR R TE 48 R sl

Tracert f It FE a0 -
1) THHEE D TTL N 1 BIRCE B 5%

2) ik (ENZRSOTEIEME — Mt as) BIR—A> TTL &) ICMP k30 G2 SCh & H 4
— B 1P hE), IR HAUAT R 15— S

3) WHNEHKIE—A TTL A 2 BIRSCEA H M4
4) BRI N A TTL R K ICMP )30, XFEACHM LA 2] 755 /N b s At

5) HERU LREBHRARIEH KRS, THERNAER] T IWEEH 1 Hrad MR i 8z i1
Hbdl

HARERIT: RS >>MEZLH>>Tracert Kl

Tracert il
AP : 192.168.0.100
Bpg 3 Bt ( 1-30)
Tracert $£8
K] 15-9 Tracert ¥l
HAH:

> Tracert #&M

H¥5 IP: HE HR AR P bk SCRF IPv4 Mk,
BB : S AR SRR A e KB
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BI6E B4 RAL4ED

FEARAZ BN, W LB FTPIREINE . FTP (File Transfer Protocol, SCEAL i) fETCP/IP
U R TN E P, 3B TR R 55 2 A A B ML 2 BRI SCE,  FE P4 AR S
A PR AT HM LR s SOV IE S R s, AT DR A FTPILRE 23T N ik .

16.1 HEMEEE
g
L < B
Consolel w1
4
ACE T EL B8 3))) FTPR 425

16-1 FIFH FTP In#k ik iRz K
1. FTP Rkggasidid im0 1 R AL
2. BLEIEHLEL Console N5 MbLER: . BLE NN FTP M55 8l LLE R — & EHL.
3. KA HHRAFAEAELE FTP RS S IFLZEH T, ICF AR ' 44 505 AR AT B LA 4 7R,
DA 8248

16.2 ECE#BEKZ Y

SERBEMFER G, ATIETHSNLRE S IEH B Hbl Console M T AME 5%, FAETEN g T
A HARFE, DUMEE B L
1. T ENK L EREF (40 Hyperterminal F25), BCE MR S3:

= JE4FE: 38400bps

= B 84

= AR K

SR R P DA

= BREES T
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2. HEBEOFEANMRZESE, ATULES] “TL-SG3226>" [IH/R, V8 ORIl & FAZHHL .

L 1- B - oIEl
MR FERE) BBV BN SR EEH)
s =5 0B &

TL-S63226>_

B 0:00:13 Ealal 38400 8-N-1 NUM

4,

=
O

K 16-2 1 =+

2
4>
=l

..
EITHAEA Windows XP 2 5, [T s>Pra 2 F>M > B> 4mt BRF, 1777 Lomfh B2
F, BREwERFSH, LTERREA.

16.3 bootUtil SE8 T n#k ik

HMH FTP e B A 7 E NS HALE) bootUtil S8, 5 #HE N R D IR BEAT 84

1. CKACE TR S COER RIS AL Console [, FEHTFFACE BIh B M 2. FTP RS #4i%E
BRI O 1o

2. BN E S, M7 L A A 23R 15 E Press CTRL-B to enter the bootUtil Ff,
[ Ctrl $2 88 A b F B8 bootUtil 525, Wi 16-3 Fr.

3

= TP-LINK BOOTUTIL(v1.0.0) *

Copyright (c) 2015 TP-LINK Tech. Co., Ltd
Create Date: Oct 20 2015 10:02:35

help - print this list

reboot - reboot the system

ifconfig - config the interface

ftp - config the remote host ip,the user name,user password
and the image file name

upgrade - upgrade the firmware

start - start the systen

reset - reset the system to the factory config.

16-3 bootUtil > 5.

Tz E BRI TR0, v DLEAC#e il b B JE — B4 E Ctrl 288 F b FRHZEEA, B
2133 N\ bootUtil SE#,

3. #EA bootUtil i G, H R EZHALK IP SH, A A0y:
ifconfig ip Xxx.xxx.xxx.xxx mask 255.255.255.0 gateway XXX.XXX.XXX.XXXo

ﬁt&&ﬁi?ﬁ%mm IP #ifik 4 10.10.70.22, #15K 255.255.255.0, M E A 10.10.70.1. iF
Mar 20 N~ SN an2 Ja 1400 2258 .
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[TP-LINK] : ifconfig ip 10.10.70.22 mask 255.255.255.0 gateway 10.10.70.1
SRIG I BAF BT AR FTP IRST &S H, DI EACHNIN FTP Rs5as L H st

FeAN: ftp host XXX.XXX.XXX.XXX USer Xxxxx pwd xxxxx file xxxxxx.bin.

AR R FTP RSS2 80N 1P #ikik A 10.10.70.146, 5% FTP RSS 48 6 1 7 44 Fla
W55 51 123, SEHAITHR AL 475 )9 up.bin. VEEAT 2 R FRs. M2 5 #In 425t

[TP-LINK] : ftp host 10.10.70.146 user 123 pwd 123 file up.bin

I JE % N\ upgrade fiy 7Ffﬁliéﬁﬂ?ﬁ“ﬂ%ﬁ S %, B Lot loR$E R (5 /& You can only
use the port 1 to upgrade, I KR, @.Lﬁ&?ﬁ%ﬂﬂ’]lﬁlﬂ 15 FTP RS54, # FTP &%
BIEZR O 1T 5K FTP R4l im0 1 530 fbliERF EE Lk,

[TP-LINK] : upgrade
You can only use the port 1 to upgrade.

L & msi R {5 B Are you sure to upgrade the firmware[Y/N]: B, A Y %ﬁ“ﬂéﬁ,
I N IBH T2 ﬁDTﬁﬁ/T B # R RN IEEE TR, THREE A E #45 HR [TP-LINK] #7424
AN

Are you sure to upgrade the firmware[Y/N]:y
HEHBHABHBHBH BB HBHBH BB HBHBH BB HBH B BB HBY
HEHBHAHHBHBHHBHBHBHHBHBH AR HBH BB HBHBY

[TP-LINK] :

SEHER 6 IR, RKACHALIBTRLE S, AT LS CLI fir & B B A HAL, a0 R EIR.
[TP-LINK] : «

Press CTRL-B to enter the bootUtil

Starting...

4

TL-SG3226>

0 TSRS 7 A4 ARSI, ATAESS 2 SPHE NSl bootUtil 32 HJS Hi A\ reset i
KA, B ER M) BRINBE, FRAHALIIH 4 #1405 admin.

=l
o
‘}%b;
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(# ABCDEEGHI!IJLMNOPQOQR
S I UV W]l
WG BEILERR AR
A ] 1 ¢
ACL Access Control List Uk
ARP Address Resolution Protocol HudIE AT 0L
- Auto-Negotiation H i
B [ F 0
BOOTP Bootstrap Protocol 3781
BPDU Bridge Protocol Data Unit M SCEE BT
- Broadcast Storm T S
- Broadcast T
- Broadcast Domain I35
C [l F 5T
CFlI Canonical Format Indicator AR S = pa A
CHAP Challenge Handshake Authentication Protocol | J5i 148 48 E #h i
CIST Common and Internal Spanning Tree NN EBAE B
CRC Cyclic Redundancy Check TEIR TR
CoS Class of Service il
CSMA/CD Carrier Sense Multiple Access/Collision Detect | #g i fifi Bt 22 1415 [al /3 536
CST Common Spanning Tree N AR R
D [ {5 T
DHCP Dynamic Host Configuration Protocol A ENLEE X
- DHCP Client DHCP % )™ ¥ii
DNS Domain Name System 4 2.4;
DoS Denial of Service E4 %
DSCP Differentiated Services Code Point EO RS gt 5
E EED
EAP Extensible Authentication Protocol GIE NSNS
EAPOL Extensible Authentication Protocol over LAN S M _E B aT T R G B
EAPOR EAP over RADIUS 7% T RADIUS X f¥] EAP
- Ethernet LA
F i % 5
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BEXHE BELERR 3L AR

FE Fast Ethernet PR DL Y

FDB Forward Data Base HhhkFR

- Flow Control ik

- Frame it

FTP File Transfer Protocol AR

- Full-Duplex AT

G EREPA

GARP General Attributes Registration Protocol i E TN

GBIC Giga Bitrate Interface Converter Tk L e 2%

GE Gigabit Ethernet FIELLUK M

H EED

- Half-Duplex XUT

HTTP Hyper Text Transport Protocol LR AR IE WM

HTTPS Secure Hyper Text Transfer Protocol LA AR N

| EREPN

IANA Internet Assigned Numbers Authority R4 P 4 S 452 AL S R 4>

ICMP Internet Control Message Protocol K] Do 2 1R ST P i

IEEE Institute of Electrical and Electronics Engineers | HAL TFEIfifp<s

IETF Internet Engineering Task Force K47 N T AR 4540

IGMP Internet Group Management Protocol IR 4H B T

- IGMP-Snooping IR DX 2H 5 B P BAR

P Internet Protocol FLERPIP L. BRI

- IP Address IP Hihk:

- IP Multicast IP 4 3%

ISO International Organization for Standardization [ bR A 20 21

ISP Internet service provider DRI PP i 5 S AL 7

IST Internal Spanning Tree P A AR

ITU-T International Telecommunication Union - | Fs HELAE B06 5 - FEL A AR v 35
Telecommunication Standardization Sector

J ENEPA

- Jumbo Frame eI

L ENEPA

LACP Link Aggregation Control Protocol BERG B A H B

LACPDU Link Aggregation Control Protocol Data Unit HE PR IR A 1 W BT

LAG Link Aggregated Group B REH
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BEXHE BELERR 3L AR

LAN Local Area Network Jey I A

LCP Link Control Protocol e PR I P

M EFEP
MAC Media Access Control T ) 453 )

MAPT Network Address Port Translation DX 24 b ik s 11 % o

MIB Management Information Base IS B FE

MODEM MOdulator-DEModulator R I U

MSTI Multi-Spanning Tree Instance 221 R S|

MSTP Multiple Spanning Tree Protocol 2 B

MTU Maximum Transmission Unit I KAEH . TT

- Multicast HH%

N EREPN
NMS Network Management Station Do) 28 4 B

NTP Network Time Protocol PoX] £4% B[] Bt 3L

- NTP Server R 28 B[] I 55

o EFEP
OID Object Identifier SR IR IR

osl Open Systems Interconnection T RS HiE

Oul Organizationally Unique Identifier LEIRG—FRIRAT

P 5 3
- Packet A E RN

PAP Password Authentication Protocol AL AE P

PCB Printed Circuit Board B[] L B AR

PDU Protocol Data Unit R # 7T

PING Packet Internet Groper Internet FLERM 2%

- Port Uity 1

PPP Point-to-Point Protocol R S

PQ Priority Queuing Lo BAF

Q EFEPA
QoS Quality of Service RS =

- Query i)

R EED
RADIUS Remote Authentication Dial in User Service WA MEIR S P IRSS
RMON Remote Monitoring TCFE 2% W AT

RSTP Rapid Spanning Tree Protocol PR AR BRI
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RXHE BEILARR L AFR
- Router A
S EREPA
- Server AR 5575
SFTP Secure FTP AR MY
SNMP Simple Network Management Protocol a7 BAL TR 28 A TR P
SP Strict Priority Queuing FEREA S A A
SPF Shortest Path First AR
SSH Secure Shell GAAE
SSL Secure Sockets Layer nZEEREE R
STP Spanning Tree Protocol A R B
- Switch AL
T EREPN
TCP Transmission Control Protocol i et HIRTISIve
- Telnet TR B R
TFTP Trivial File Transfer Protocol Taj B S AL i
ToS Type of Service RSS2
TPID Tag Protocol Identifier PR BRIRAT
TTL Time to Live A A )]
- Trap aghis
U EED
UDP User Datagram Protocol P E3E A i
- Unicast Lk
URL Uniform Resource Locators G — R ENT
USM User-Based Security Model T H P i 2 Ay
UTP Unshielded Twisted Pair AEFF oW &8 2%
\ i 5 7
VACM View-based Access Control Model T A 17 ) 428 sl AR 2R
VLAN Virtual Local Area Network R LR B RN
VOS Virtual Operate System EWEE RS
W EED
WAN Wide Area Network T I
WRR Weighted Round Robin Queuing AL H BA )
WWwW World Wide Web T4
ENEES
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fi3% B IASEIRE

SHAE

PR bRt

IEEE 802.3: LLKMA i Vi i #% ] (MAC) X
|IEEE 802.3i:10BASE-T LLAM

IEEE 802.3u:100BASE-TX #i# DL A M

|EEE 802.3u:100BASE-FX ftig LUK (Juef) @
IEEE 802.3ab:1000BASE-T T-Jk LA A M

|EEE 802.3z:1000BASE-X T-Jk LUK (Jpef) @
|IEEE 802.3ad: i AT 5 5 & IARE J7 1

IEEE 802.3x: i &%l

IEEE 802.1p: 45 it EAL e 241 LAN 55 )2 Qos/Cos P (ZH4FLIEThfE)
IEEE 802.1q:VLAN R #g/E

IEEE 802.1x: 4% T uiiy [T IR 24 15 [r] %515, 5 ik
|IEEE 802.1d:STP “ i

IEEE 802.1s:MSTP = Bt

IEEE 802.1w:RSTP 4= i

POE i prifE®

IEEE 802.3af it i DA W B 2k 5of ml 158 2528 Sl DA K R e 44 (1L He
IEEE 802.3at:if i DA W 5 4 28 X i 158 8 R S DA WY ¢ £ R R ik

Ko A i

PLAK Y 10Mbps -3 1., 20Mbps 4= X T.
PRIE LUK 100Mbps XU T., 200Mbps 43 T.
TIELLR M 2000Mbps 4= X T

2% 41 Joit

10BASE-T:2 %} 3 J5(Cat3)sk L | UTP/STP (<=100m)
100BASE-TX:2 %} 5 2(Cat5)ak L - UTP/STP (<=100m)
100BASE-FX:62.5 1 m/50 um ) MMF (<=2000m)
1000BASE-T:4 X} 5 2% (Cat5e)& LA | UTP/STP (<=100m)
1000BASE-SX: 62.51m/50 um ] MMF (2m~550m)

1000BASE-LX:62.5 1 m/50 um [ MMF(2m~550m)a% 10 1 m [¥) SMF(2m~
5000m) ©

ks 2

FEAHEE R

MAC Hidik2%>]

ERIEE

BHRE R

10BASE-T:14881pps/¥ii
100BASE-TX:148810pps/ii I
100BASE-FX:148810pps/ii 1
1000BASE-T:1488095pps/iii I

a

1000BASE-X:1488095pps/iii 1

AN

100-240V~ 50/60Hz

TARIRSE

0°C~407C

FEAIRE

-40°C~70°C
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SHm

SHAE

AR

10%~90% RH JC#k4:

P

5%~90% RH TGkt

TL-SG3452: 104Gbps
TL-SG3428: 56Ghps
TL-SG3226: 52Ghps
TL-SG3218: 36Gbps
TL-SG3210: 20Gbps
TL-SG3226PE: 52Gbps
TL-SG3226P: 52Gbps
TL-SG3218PE: 36Gbps
TL-SG3210PE: 20Gbps
TL-SL3452-Combo: 17.6Gbps
TL-SL3428-Combo: 12.8Gbps
TL-SL3226-Combo: 8.8Gbps
TL-SL3226: 8.8Gbps
TL-SL3218-Combo: 7.2Gbps
TL-SL3218: 7.2Gbps
TL-SL3210: 5.6Gbps
TL-SL3109: 3.6Gbps
TL-SL3226PE-Combo: 8.8Gbps
TL-SL3226P-Combo: 8.8Gbps
TL-SL3218PE-Combo: 7.2Gbps
TL-SL3210PE: 5.6Gbps

.

1) TL-SL3226/TL-SL3218/TL-SL3109 F % # it 5 41,

2) 11 TL-SG3226PE/TL-SG3226P/TL-SG3218PE/TL-SG3210PE/TL-SL3226PE-Combo/
TL-SL3226P-Combo/TL-SL3218PE-Combo/TL-SL3210PE #L%! % # PoE £ #.47/% ,
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